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ABSTRACT: This paper proposes a fast algorithm for factorization of very large semi-prime numbers and its 

applications to Affine Ciphers with a modulus (m), under the assumption that the gcd (A, m)=1. Also considered is the 

decryption operation in a given Affine Cipher. Although the congruence method guarantees a unique solution, it may 

not result in an efficient method to find a solution. These have a broad range of applications in network data transfer 

and secure communications. 
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I. INTRODUCTION 

 

   We are living in the digital era where information security plays a paramount role in the daily lives of netizens. It is a 

well-known fact that data can be securely transmitted from a source to one or more destinations (sinks) with the help of 

secure encryption and decryption algorithms. Most of the popular algorithms for this purpose use very large prime 

numbers. Mathematicians have been attempting for centuries to uncover the myth behind prime numbers since they 

have a unique property, i.e. such numbers are divisible by themselves and by one only [5].  Many researchers have 

pointed out that prime-number-based encryption is computationally challenging to crack. These cryptosystems are also 

being combined with other encryption systems like the Rivest-Shamir-Adleman (RSA) algorithms to get hybrid 

cryptosystems. These innovatively create different cryptographic keys that assist secure transmission of sensitive and 

confidential data over unsecure computer or wireless networks [8], [9]. In the first two sections, the framework of this 

problem is recalled and its importance in both number theory and cryptography are correctly are highlighted. The third 

section is devoted to recalling the mathematical background for the paper. A simple permutation cipher is defined in 

Section 4. The proposed method is experimentally evaluated in section 5.2 and some useful conclusions are drawn. 

 

The Affine Cipher method in cryptography is an extension of the Caesar Cipher.  The algorithm works by encrypting 

plaintexts with a value and adding it with a shift P to produce the final ciphertext C. This can be symbolically expressed 

by the congruence relation 

 

C ≡ m P + b (mod n), 
where n is the alphabet size, m and n are relatively prime (decryption will work only if they are relatively prime) and b 

is the shift counts (which becomes Caesar cipher for m=1). To achieve this, P must be obtained by solving the equation 

below. 

P ≡ m-1
(C – b) (mod n)  

Only the null solution exists if the inverse m (mod n) can be expressed as m-1. If m-1 exists, then the decryption 

process can be carried out [7] . 

II. RELATED WORK 

 

The application of fast semi-prime factorization to encrypt and decrypt text data using affine ciphers and the security of 

affine cryptography are examined in this paper. This is basically based on a large positive integer N=p*q, which the 

encryption and decryption algorithms use using a pair of public and private keys where p and q are distinct primes. 

Many other researchers have attempted the same problem by representing the product of two such primes as the sum of 
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four squares. Shor (1997) achieved polynomial time complexity on a quantum computer, while Lenstra Jr. (1987) and 

Verkhovsky (2011) used modular elliptic equations for this purpose. Montgomery (1992) extended elliptic curve 

method using FFT for factorisation, while Li (2018) used parallel probabilistic methods. Overmars & Venkatraman 

(2021) uses the parity property of Pythagorean tuples to factor semi-primes by reducing the search space by half, using 

the fact that the difference of these two squares is odd. Zilpa (2021) formulates the problem mathematically using roots 

of cubic equations in which the larger of the unknown prime factors is the variable, and a user-chosen constant (n) 

decides the gap (difference) between the prime factors p and q. Shumow (2023) presents an analysis of what steps fail 

in the RSA algorithm when p-1 and q-1 are not relatively prime to the public exponent e, and derives a plaintext 

recovery algorithm. Zaki et.al. (2023) enhance the wheel factoring technique to improve the execution time. Jun (2023) 

used a higher-order unconstrained optimization (HUBO) on  D-Wave quantum computer for fast prime factorization 

that can threaten even the RSA cryptosystem. 

III. METHODOLOGY 

 

Prime numbers have engrossed most mathematicians and inquiring minds for many centuries. A prime number p can be 

defined as a positive integer such that p ≥ 2 and is only divisible by 1 and p. Examples of prime numbers are 2, 3, 5, 7, 
11, 13, …….. In other words, p is a prime if and only if p is a positive integer p ≥ 2 that is not divisible by any integer 
m such that 2 ≤ m < √p. Otherwise p is called a composite number. Also note that the number 1 is neither a prime nor a 

composite [3]. Large prime numbers (N) can be randomly generated by applying a primality test on the generated 

integer until a prime is found. This technique called “primality testing problem” (PTP) can be speeded up by checking 

if N is divisible by each of the primes less than √N.  On the average, fewer primality tests will be applied to improve its 

efficiency to O(log(n)) [2]. 

 

   Prime factorization problem (PFP), also known as prime decomposition, is the process of breaking down a large 

composite number into a product of smaller prime numbers. Mathematically n = p1*p2*..*pm where each of the pk are 

distinct prime numbers (or powers of them) is called  m-factor factorization. Factorizing of very large composite 

numbers is computationally hard [8].  This property of numbers is exploited in cryptography to transmit data in a highly 

secure way. The particular case m=2 (2 factors) where a composite number is written as n=p*q where p and q are 

primes is called integer factorization problem (IFP), and n is called a semi-prime number. This problem is most easily 

solved using Goldbach’s conjecture that the sum of two primes (>2) is always an even integer, and the Pythagoreans 

property by considering a right-triangle with sides sqrt(pq) and (q-p)/2 with hypotenuse (p+q)/2. Modern cryptographic 

applications use “n” with 200 or more digits that are formed as the product of two very large primes (typically around 

100 digits each).  

 

  The 2-factor factorization of integers generally reduces an integer N into its simplest factors p and q such that    p × q 

= N. It is computationally hard to practice this fundamental problem in number theory. This implies that factorization 

of large integers can be used as a safe method for cryptographic, data communications and data storage systems. 

Identifying innovative methods for this purpose plays a vital role in modern information security [2] .  

 

   The Joye-Paillier algorithm [4] involves a sequence of operations that are generated by candidates q and are co-prime 

with the first small primes pi. A primality test, denoted by T(q), is applied on each pending candidate until a prime is 

found. This is a faster alternative. The symbol Π was therefore defined by [2] as the product of the first r primes, not 

including pi = 2 as   Π =  ∏ 𝑝𝑖𝑟𝑖=3 ,         (1) 

so that Π, being the product of odd integers, is always odd. The prime numbers are generated in a pre-specified interval 

[qmin, qmax]. In [2], the authors also define the integers bmin, bmax and v such that: 

 

qmin ≤ (v + bmin)Π, and    (v + bmax +1)Π < qmax.    (2) 

 

The prime integers are generated in a sub-interval: 

 

[(v + bmin)Π, (v + bmax +1)Π].            (3) 
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III. DEFINITION AND THEOREMS 

3. Definitions and Theorems 

A. DEFINITIONS 

 
Definition 1 
Two integers A and B are said to be co-primes if gcd (A, B) = 1. 

 
Definition 2:  
Let A ≥ 1 and m ≥ 2 be integers. Then A and m are relatively prime if gcd (A, m) = 1. The number Zm that are 

relatively prime to m is often denoted by φ(m) [this function is called the Euler’s phi-function]. 

 
Definition 3: 
An integer B ԑ  [1, M−1] is called a Multiplicative Inverse of an integer A modulo M, if AB ≡ 1 mod M. Such AB is 
guaranteed to exist when integers A and M are relatively prime. B is called the multiplicative inverse of A and labelled 

as A
−1

. 

 
Definition 4:  
The number of positive integers less than m>2, which are co-prime of m is called the Euler’s Phi function, φ(m).  
 

When an integer m has a known prime factorization  

    𝑚 =  ∏ 𝑞𝑖𝑘𝑖𝑖 , 

 

φ(m)  can be determined as            φ(m) = ∏ (𝑞𝑖 − 1)𝑞𝑖𝑘𝑖−1𝑖 .    (4)           

As an example, consider φ(45). Factorize  45 = 3
2
 x 5 and apply the above formula to get 

      φ (45) = (3 − 1) · 32−1 ·  (5 − 1)1−1
  

= 2 ·  3
1
 ·  4 ·  5

0
  

= 2 ·  3 ·  4 ·  1  

= 24. 

Hence  φ (45) = 24. 

Definition 5:  
By similar arguments to the above, one can show that A has a multiplicative inverse and it is unique in modulo m. It 

may also be noted that if B = A
-1

, then A = B
-1

.
 

 

B. THEOREMS 
 
Theorem 1:  
The congruence Ax = B (mod m) has a unique solution X  Zm for every B  Zm, iff  

gcd (A, m) = 1. 
 

Assuming the English Alphabets, m = 26. Since 26 = 2 x 13, the values of A  Z26 such that  

gcd (A, 26) = 1 are A = 1, 3, 5, 7, 9, 11, 15, 17, 19, 21, 23 and 25. 

 

The parameter B can assume any value in Z26. Hence the Affine Cipher has 12 x 26 = 312 possible keys.  

 

Theorem 2:  
The integer A has an inverse modulo m if and only if gcd (A, m) = 1. 

An astute reader will notice that definitions 3, 5 and Theorem 2 all follow from Theorem 1. 
 
Theorem 3: 
Suppose 𝑚 =  ∏ 𝑃𝑖𝑒𝑖𝑚

𝑖=1  

where the pi’s are distinct primes, ei > 0 are integers, and 1 ≤ i ≤ n. Then 
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  φ (𝑚) =  ∏ (𝑃𝑖𝑒𝑖 −  𝑃𝑖𝑒𝑖−1)𝑛𝑖=1 .                     (5) 

An interpretation of this is that the total number of keys in an Affine Cipher over Zm is φ(𝑚), where φ (𝑚) is given 

above.  

 

So, if m = 26 (using lowercase or uppercase English alphabets) 

m = 2
1
 x 13

1
, hence φ (26) = (2 – 1) x (13 – 1) = 1 x 12 = 12 elements. 

 

If m = 36 (using lowercase or uppercase English alphabets and numbers from 0 to 9) 

m = 2
2
 x 3

2
, hence φ (36) = (4 – 2) x (9 – 3) = 2 x 6 = 12 elements. 

 

Also if m = 60 (using lowercase and uppercase English alphabets and numbers from 0 to 9) 

m = 2
2
 x 3

1
 x 5

1
, hence φ (60) = (4 – 2) x (3 – 1) x (5 - 1) = 2 x 2 x 4 = 16 elements. 

Theorem 4: 
Let p be a prime number such that p  Zm, then φ (𝑝) = p – 1.          (6) 

As a matter of fact, Theorem 4 follows from Theorem 3 by simply considering m=e1=1. 

Theorem 5:  
The gcd of two integers A and B can be written as Ax + By, for some integers x and y, hence  

gcd (A, B) = Ax + By.        (7) 

 

Theorem 6 (FERMAT’s LITTLE THEOREM):  
Let p be a prime number and A be an integer such that A and p are co-prime, then 

A
(p-1)

  1 (mod p).      (8) 

 

IV.AFFINE CIPHERS 
 

Cryptography is the study of storing or transmitting private digital data in a protected way. Several mathematical 

techniques are used for this purpose. It is now-a-days used in all areas of information security. It can also be considered 

as the art or science of data storage and transmission in a secure way. Data or documents are converted to an encrypted 

form before transmission or storage. These are particularly difficult to crack without knowledge on the keys and 

algorithms used. Cryptanalysis is the science that is concerned with the methods to break or expose the techniques used 

in cryptography. Cryptology is the study of cryptography and cryptanalysis. Hence the purposes of cryptography in 

information security are confidentiality or privacy, data integrity, authentication and non-repudiation [1],[6].  

 

   The Substitution Cipher is a well-known cryptosystem, which has been used for centuries. Puzzle “cryptograms” that 

appear in some newspapers are examples of it. This cipher is defined as Cryptosystem 2.2. For the substitution cipher,  

P and C both are assumed to be the 26-letter English alphabet. As encryption and decryption are considered to be 

algebraic operations,  Z26 is used in the Shift Cipher. It is reasonable to assume in the substitution cipher that encryption 

and decryption are permutations of alphabetic characters.  

 

   The Affine Cipher is a special case of the Substitution Cipher. Affine Ciphers use a combination of multiplication 

with addition and modulo m (where m is an integer) to create a more complex exchange [6]. It is also an example of a 

mono-alphabetic substitution cipher, where the letters of the English alphabet of size 26 is used. One out of the 26! 

possible permutations of 26 elements is considered for encryption. Affine Cipher as explained by [10] is the 

combination of multiplicative cipher and Caesar cipher algorithm.  The integers correspond to the twenty-six letters as 

shown in Table 1 below: 

Table 1:  Integers and their corresponding letters 

 
The modulo arithmetic is used to transform each integer that a plain-text letter corresponds to. In the Affine Cipher, the 

encryption function is of the form  

E(X) = Y = (Ax + B) mod 26, 
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where A, B are the keys of the cipher and A, B  Z26. A must also be chosen such that A and 26 are co-prime. When m 

= 26, the co-primes are 1, 3, 5, 7, 9, 11, 15, 17, 19, 21, 23 and 25 

In order to decrypt the cipher text, the following decryption function is used 

 

D(Y) = X = A
-1

(Y – B) mod 26,  

 

where A
-1

 is the multiplicative inverse of A (modulo 26).  
In general, for all affine cipher encryption/decryption, [10] let P = C = Z26 and let 

  

K = {(a, b)   Z26  × Z26 : gcd(a, 26) = 1}. 

 

For K = (a, b), define the encryption function as 

 

eK(x) = (ax + b) (mod 26), 
 

and the decryption function as 

 

dK(y) = a−1(y − b) (mod 26) 
 

for (x, y)   Z26 . 
To launch an affine cipher, pick two values a and b, as explained in [6], and set 

  

eK(m) = am + b mod 26. 

 

For example, take a = 3 and b = 8 to get the encryption function as  

 

eK(m) = 3m + 8  (mod 26). 
 

An astute reader will notice that C corresponds to the number 02. Put this value for m to get eK(02) = 3(02) + 8 = 14, so 

that C is encrypted as O. To find our decryption function, set  

 

s = eK(m). Next solve for m in terms of s to get  s ≡ 3m + 8 (mod 26). Therefore, s − 8 ≡ 3m mod 26, so that 
 

3m ≡ s − 8 (mod 26). 
 

This gives m ≡ 3-1
(s – 8)  (mod 26). 

 

The definition of multiplicative inverse of an integer (as defined in Definition 3), shows that the gcd (3, 26) = 1 and 

also there will exist an x where 3x ≡ 1 (mod 26).  
 

Observe that (3)(9) = 27 ≡ 1 (mod 26), and so that x = 9. In general, the Extended Euclidean Algorithm is used to get 
the value of x = 9.  

Now take the value of 3
-1

 = 9, hence  

m ≡ 3-1
(s – 8)  (mod 26) or 

m = 9(s – 8) (mod 26) to get 

m = 9s – 72 ≡  9s + 6 (mod 26). 
This tells us that  

m = dK(s) = 9s + 6 (mod 26). 
The encryption of the letter C gave us O, so the decryption of O will be  

m = 9(14) + 6 (mod 26) or 

m = 126 + 6 (mod 26), equivalently 

m = 132 (mod 26), so that 

m = 2 (mod 26). 

Hence the decryption of the letter O will be C 

It is concluded that an affine cipher can be constructed as follows: 

4. Choose a and b with gcd (a, 26) = 1 

5. Encryption function is eK(m) = am+ b   mod 26 
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6. Decryption function is dK(s) =  x(s− b) mod 26 

where x satisfies ax ≡ 1 (mod 26). 

The basic implementation of Affine cipher as described by [10] is shown in the Figure 1 below:  

 

Figure 1 

 

 
The alphanumeric size of English alphabet A to Z and numbers 0 through to 9 is 36. The encryption of a combination 

of letters and numbers will consequently replace the 26 to 36 in the encryption and decryption formula stated above.  

Thus the alphanumeric of size 36 is chosen from the 36! possible permutations of 36 elements. This happens when 

encrypting passwords that consist of alphabets and numbers. The integers correspond to the thirty-six alphabet and 

numbers as shown in Table 2 below: 

 

Table 2: Integers with their corresponding alphabets and numbers 

 
When m = 36, the co-primes are 1, 5, 7, 11, 13, 17, 19, 23, 25, 29, 31 and 35. The simple permutation cipher is not used 

now-a-days for real-world applications as it is known to be vulnerable to several types of attacks (known plaintext and 

cryptanalysis).  

IV. EXPERIMENTAL RESULTS 

 

An affine cipher tries to improve the problem with the encryption of  English language messages where there are only 

26 possible ways of encrypting texts. A fast present-day computer can easily crack this easily. This is done by replacing 

676 (i.e. 26 x 26) Affine shifts by 26 possible Caesar shifts. Note that 676 is too small for a fast modern computer to 

crack.  

A fast prime-factoring algorithm is proposed below which will enable the factoring of large integers (Int64) and 

correspondingly, use it in the encryption/decryption of texts in Affine Ciphers.  

Parameters: s, Π odd, bmin, bmax, v  
Output: a random prime q ∈ [qmin, qmax]  

6.  

1. Compute ℓ ← vΠ  
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2. Let i ← 0.  
3. Randomly choose k ∈ (Z/ΠZ)  
4. Randomly choose b ∈ {bmin,..., bmax} and set t ← bΠ  
5. Set q ← k + t + ℓ  
6. If (q even) then q ←Π − k + t + ℓ  
7. If T(q)= false then  

(a) Set k ← 2k mod Π  
(b) Let i ← i +1  
(c) If i < s then go to step 5, otherwise go to step 2.  

8. Output q  

where T(q) is a testing function. With the above algorithm, co-primes can be generated faster for the 

encryption and decryption of texts using the Affine Ciphers.  

V. CONCLUSION  

 

This paper proposed an efficient and fast prime factorization algorithm that can be used in modular arithmetic during 

the decryption of ciphers in an Affine decryption process.  One of the advantages of using very large prime numbers in 

Affine Cipher is that it will make it very difficult for attackers to decrypt cipher texts. However, this can be cracked 

easily when the prime factors are nearby. This helps to close further gaps and weaknesses in RSA like algorithms, 

thereby making public key cryptography safer. This is a good message for everyone to keep in mind while using 

cryptography for sensitive data communication.  
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