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ABSTRACT: In software development, defects are inevitable irrespective of domain, technology and the life cycle
followed. There may be 40-50 defect types found during the complete life cycle. A methodology is proposed in this
paper with a case study to identify the critical defect types to focus on the possible X factors which will impact the Y.
Also to identify the causes for the critical defect types based on which the recommendations can be made to reduce the
defect and thereby deliver the defect free product and service to the customer.
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1. INTRODUCTION

Software development is so unique to consider that each development process as unique, with different people, with
different skill sets and priorities. The production of a functional or technical design artifact is a unique event. Variation
in size and complexity of the artifact can have non-linear effects on defect levels. There can be many similarities
between the development processes and the produced artifacts, of course, but not in the same way[11,7,9].

Reviews are performed during the course of software development irrespective of life cycle. The defect data or count
obtained during the review will help to assess the quality of the deliverables and delivering the quality to the customer
at first. Software review is the source to capture the defect count and a major source of the most valuable software
measure — defect counts.

The review process enables the collection of data about the artifact inspected - the defect data. Software review and
other software quality controls are performed primarily to identify defects injected at which phase to enable them to be
removed before delivering to the customer[12]. Even though various methods and measures are taken to analyse the
defects and to prevent bugs[1, 2, 9], many other causes influence for the occurrence of defects.

Defect counts can indicate the amount of rework required to fix and make the artifact useable, which also will have an
impact on the development schedule. “Defect Densities” - the number of defects divided by the size - may give
indications about the quality of the artifact. When compared with defect data and schedules from similar, previously
developed artifacts they can provide predictions using the regression models[13]. The distribution of defects within an
artifact can aid in the identification of problem areas or risk’.

The number of defects in a work product is an important measure as it gives us an idea about how much the customer
will be satisfied[3]. It also gives ideas about the amount of rework to be done, how efficient our review processes
work, which processes need improvement, which components of the system are error prone etc. Therefore, defect
counts provide evidence not only on the quality of the product, but also on the quality of the related processes and
ensure the goodwill when defect free or service is delivered in the first time itself[6].
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1. DEFECTS CLASSIFICATION

Before starting to count defects in software products, however, it is important to establish necessary background in
order to provide consistency among measurements. First of all, there is not an exact agreement on the meaning of
defect in software industry. The terms defect, fault, failure and error are usually used interchangeably[4]. In order to
avoid such misconceptions and to establish a universal understanding. Although there are several often cited
classifications and even an IEEE standard [5], none of which have become a truly and broadly applied practice.

However, it has been found in different case studies [3, 4] that general defect type classifications are difficult to use in
practice and need to be refined or adapted to the specific domain and project environment. In [4, 6] it is shown how
specific adoptions and domain-specific defect types can be

found and defined. Yet, we are not aware of a larger use of these approaches[7].

Defect: A product anomaly is a defect. It is due to (i)omissions and imperfections found during early life cycle phases,
and (ii) faults contained in software sufficiently for test or operation.

Error: Human action or inaction that results in software containing a fault.

Failure: A failure may be produced when a fault is encountered as a result of (i) the termination of the ability of a
functional unit to perform its required function. (ii) An event in which a system or system component does not
perform a required function within specified limit[8]s..

Fault: A fault, if encountered, may cause failure. It may be (i) an accidental condition that causes a functional unit fails
to perform its required function. (ii) A manifestation of an error in software.

From these definitions, we understand that defect is named as a fault when it is found in software, and a failure occurs
when the software malfunctions as a result of a fault. Thus, not every fault results in a failure; and a number of faults
together may cause a system or component to fail its operation[10]. Actually, it is common to come up against
different definitions of these terms in different environments. However, for ease of understanding, it is appropriate
to refer toany software or documentation anomaly as a defect in our analysis.

If we consider an automobile, we see that it may encounter many problems with different criticalities, impacts, repair
times and costs. If the breaks do not work properly, the result may be very serious, and even fatal. Therefore, a
mechanic makes different treatments according to the characteristics of the problems. Software is similar to an
automobile in that, each defect has distinctive properties. Not all defects have the same impact, urgency, origination
point and cause. For this reason, it is not a good practice to compare software products only by looking at the number
of defects without additional information[11].

Another difficulty arises because of the necessity to distinguish between an enhancement and an error. Sometimes
change procedures may not be appropriate to distinguish between an enhancement and a defect since both represent a
change. Moreover, the change procedures should be defined well enough to distinguish between an enhancement and a
defect. It can be made either by using different processes and forms to implement an enhancement and a defect, or by
depicting the type of change explicitly.

Thus, a detailed conceptual analysis will be needed to decide whether a change is a defect or not, and most probably
such a practice will not be feasible. Even with relevant change procedures, it will still be difficult to determine the
reason of a change because of marketing issues. From the customer’s point of view, a functionality may be regarded as
an inherent property, for which there is no need to write an explicit requirement. So when that functionality is not
present, a customer may reluctant to accept the product. The developer would not think this way, and may argue against
the customer’s intention. Most probably, the change will be performed by the software company considering the market
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conditions. Such cases are very frequently seen in software industry. And the natures of software development cause
difficulties in determining whether such a change is an enhancement or a defect.

We see that, analysis and interpretation of defect requires some preliminary work and a precise understanding of some
issues. First of all, a global perception of defect should be retained in order to avoid possible misconceptions regarding
the definition of defect. Secondly, we should categorize defects and products with respect to specific
characteristics up to a certain level for meaningful comparison among metric data. Neither all defects nor all the
products are the same. The defects can be grouped by type, priority and impact, whereas the products can be classified
within certain product groups such as requirements documents, design documents, code, and test documents. It is still
possible to divide groups into subgroups as soon as the data is available and the detailed analysis is feasible. Each
software organization should individually determine the level of detail and the categorization of the groups after
working on the historical data, determining specific needs and analyzing related processes.

Having an understanding on defect origins beside the defective products would also be very beneficial for making a
proper interpretation of defects. This information allows us to identify the cause of a defect and take corrective
actions to improve the problematic process. A future defect may be a result of any previous process within the
lifecycle. Thus, only the number of defects for aproduct may be misleading in terms of evaluating the quality
of the related process. By recording the origin of each defect, we may extend our analysis to investigate the defect
injection potentials of different processes.

Requirement Design Code Testing & Environment Set-up Others
Inadequate Incorrect Deviation from Coding Standards Test SW Interface
Requirements Functional
Coverage Design Variable-scope Logic Test HW interface
Specifications Interfaces — Logical Flow or Data Handling Inadequate Test

SW/HW Sequencing Defect Coverage
Fu'nc-tlonallty . Improper Execution of
Missing User Interface- Incorrect Fur?ctlonal Test Cases Ul Related Defect
Model Mapping Design

Fig-1: Classifications of Defects in Software Development Life Cycle

1. DATA COLLECTION AND METHODOLOGY

Various methods are available in the literature for the analysis of defects[7, 8]. The data is collected from a sample of
21 live projects which covered the entire life cycle of software envelopments projects. Waterfall model or the
traditional life cycle with requirements, design, coding, testing, operation and maintenance is followed. Totally 45
possible defects were brainstormed from the projects teams and the possible and frequent occurring and most impacting
defects listed below. From the available defect types the most critical and impacting defects to be identified using the
appropriate statistical techniques. For the defects, injected defect density is calculated as total number defects (internal
and external) divided by the total effort of developments in person hours. Table-1 shows the total defects of various
types in each project.
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Table-1

Projects with the Defect Count of leading Software Company

Project Name Total Dsfeg:ts in Each
roject

Proejct-1 23
Proejct-2 29
Proejct-3 25
Proejct-4 30
Progjct-5 33
Proejct-6 22
Proejct-7 40
Proejct-8 8

Proejct-9 17
Proejct-10 56
Proejct-11 36
Proejct-12 48
Proejct-13 39
Proejct-14 70
Proejct-15 58
Proejct-16 58
Proejct-17 19
Proejct-18 134
Proejct-19 15
Proejct-20 96
Proejct-21 95

ISSN(Online): 2319-8753
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It was decided to group those 45 critical defect types into 6 factors for all the projects. The total defects of 911 was
categorized into 6 factors for the purpose of applying one-way classification. Table below shows the total defects for

each factor.

Table-2
Sample Defect Type obtained from a Project
Defect Type Defect Count
Deviation From Coding Standards 257
Improper Execution Of Test Cases 52
Inadequate Requirement Coverage 196
Inadequate Test Coverage 57
Logical Flow Or Sequencing Defect 197
Ul Related Defect 152
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The contribution of different defect types to the projects is depicted in the figure as

Defect Count

- Deviation From Coding
Standards

Improper Execution Of Test
Cases

~ Inadequate Requirement

' Coverage
6% " Inadequate Test Coverage

N

21% ~ Logical Flow Or Sequencing

Fig-2: Distribution of the Defect Types
V. ANALYSIS

In order to apply ANOVA technique some important assumptions are made. The various assumptions are:

= Response variables are normally distributed
= Samples are independent.
= Variances of populations are unknown but equal.

If the defect density fails for the normality test, it better to make the appropriate transformation and ensure that defect
density follows normal distribution. The transformation technique such as Box-Cox or Johnson or any other
transformation can be used. Here, the Johnson transformations is applied to transform the defect density to follow a
normal distribution. The ANOVA is performed for the transformed data.

4.1 One-Way Analysis of Variance (ANOVA)

One-way analysis of variance (ANOVA) is a technique used to compare means of three or more samples using the F-
Test. For ANOVA, the null hypothesis is taken as samples in three or more groups are drawn from populations with the
same mean values. To do this, three estimates are made of the population variance. In ANOVA the F-statistic is the
ratio of the variance calculated among the means to the variance within the samples.

4.2 One Way ANOVA for Defect Types
Objective: Objective is to determine if there is a statistical significant difference between the Defect densities of
various defect types.
We use One Way ANOVA to assess if there are true differences to act upon or not! Defect density of 45 defect types
collated are subjected to ANOVA to determine the statistical difference.
Null Hypothesis (Hg): There is no statistical difference among the Defect densities of defect type Means.
i.e., H,. Defect Type-1 = Defect Type-2 = ...= Defect Type —6.
Alternative Hypothesis Hy: There is a statistical difference among the defect type Means.
i.e., Hj. Defect Type-1 # Defect Type-2 # ...# Defect Type —6.
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Table-3
One-way ANOVA for the six critical defect types
Source of variation D.F SS MsSsS F-Ratio P-Value
Among Factors 5 18.084 3.617 4.65 0.001
Error 120 93.392 0.778
Total 125 111.476

The P-value is 0.001, is less than 0.05, and so the Null Hypothesis Hy is rejected. As per Hy, there is statistical
difference of the mean defect density between different defect types. It leads to the conclusion that all the 6 critical
defect types vary among them in the 21 projects of our study.

4.3 Fisher’s Test

To identify the statistically significant defect type(s) among the 6 defect types with respect to mean defect density, the
Fisher’s test is used. This test is a multiple comparison test applied when Ho is rejected in the one way ANOVA
classification. The aim of Fisher’s test here is to see whether the mean defect density of defect type, significantly differ
between the different defect types. The output then consists of the mean difference (Center) and the 95% confidence
interval (CI) for that mean differences.

If the CI (Confidence Interval) does not span zero (i.e. the signs do not differ), then the difference is significant
between the chosen defect type and the other one under review. This is a statistically significant (different) defect type
that is prioritized. Prioritize those defect types that have a +ve +ve sign for their confidence interval (—ve —ve
symbolizes low defect density). If the Confidence Interval spans zero (i.e. the signs differ), then the difference in the
means between the defect type under review and the chosen defect types are not significant.

Individual 95% Cls for Mean Based on Pooled Standard Deviations

N Mean St Dev
+ + + +-

Deviation from Coding 21 1.0409 0.6011 (------- Feoee- )
Inadequate Requirement 21 0.0478 0.9831 (--—----- Fommoeen )
Logical Flow Or Sequencing 21 -0.0159 0.8958 (------- e )

Level

Ul Related Defect 21 -0.0099 1.0291 (------- Fooeee )
Inadequate Test 21 0.1365 0.9008 (------- Fooeeee )
Improper Execution 21

0.0098 0.8177 (------ j— )

4 34 34
T T T

V. CONCLUSION

The identification of the critical defect type is so important for the project irrespective of the life cycle followed. In
order to choose the critical type, the traditional way is to plot the Pareto chart and to say the defect with larger count
will have the impacted, but the critical defect type can be statistically identified by Fisher F-Test. The defect type
identified using Fisher test which will help in reducing the overall defect in the project at the injected phase. In this
study it is found that Deviation from Coding Standards is more significant as compared with the other defect types such
as, Inadequate Requirement Coverage, Logical Flow or Sequencing Defect Ul Related Defect, Inadequate Test
Coverage and Improper Execution of Test Case. This work can be further extended using design of experiments and
orthogonal defect analysis with root cause analysis.
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