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ABSTRACT:- In this modern era where technology plays an important role, persons can be recognized (for security
reasons) depending upon their behavioral and physiological characteristics (for example fingerprint, face, iris,
keystroke,signature, voice, etc.) such systems are known as biometric systems . In these kind of systems the security is
still a question mark because of various intruders and attacks. A reliable and efficient countermeasure is needed in
order to combat the endemic growth of fake access. In this paper, we present novel software and hardware based
protection measure against fraudulent biometric system access attempt. Scale Invariant Feature Transform (SIFT)
features are features extracted from images which helps in reliable matching between different views of the same
object. The proposed system introduces a new approach to catch an unauthenticated person i.e multibiometric system
with fake detection for enhancing security more .
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I.INTRODUCTION

The human being body is a complicated design, filled of each required intellect for recognition, authentication
and verification; and it is forever on the edge to be understood in a larger coverage. It is a multifarious structure, a
superb work of art, an indescribable appeal and so vibrantly immaculate that it holds An exact character to continue a
mystery for each and every distinct of us. For hundreds of thousands of years we individual, have been trusting upon
with venture in the expectation of exploring ourselves and our internal secret. Thus, the human body and its routine
span have been discovered on a usual basis in order to exercise the routine for its own better intention and betterment

We human contain always use our ordinary instinct and the existing sensory organs contained by us to
recognize and validate others around us, be that living being or non-livings. As the growth of Information technology
and the digital world escalate, the improved level of counterfeit practices and the flourishing establishment of
fraudulence, disbelieve and deception among us has sky rocket immensely; moreover, such actions have become
normal survival instinct/techniques for several people. Thus, it is because of such group of participations in fraudulence,
it has at present turn into an expected task for every single individual to correctly differentiate the human being as to
confirm whether a person is truly and accurately herself/himself when one claims who she/he is. Hence, while ingoing
the digitized world of verification and authentication, one is essentially introduced to biometrics.

Biometrics are automated methods which gives identity or authentication to uniqueness of a living individual based
on a physiological or behavioral characteristics. In these technique basic traits of human being is compared with the
existing data and then based on the matching identification of a human is traced. There are wide range of applications
and solutions where biometrics technology used in security systems. It plays an important role to recognize individuals.
in groups which are under surveillance. Such identifiers are measurable characteristics, distinctive and used to describe
and label individuals. Identifiers can be classified as physiological versus behavioral characteristics. Physiological
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characteristics: which are associated to the shape of the body Such as fingerprint, face recognition, DNA , palm veins,
palm print, iris recognition, hand geometry, retina and odor/scent. Behavioral characteristics: which are associated
with the model of behavior of the person, including but not limited to typing gait, rhythm, and voice. After analyzing
the different threats, spoofing attacks or direct attacks have motivated the biometric community to study the weakness
against this fake action in modalities such as the fingerprint, the face, the signature, the iris, or even the gait and
multimodal approaches. The intruder i.e. a fake person uses some type of synthetically produced objects like gummy
finger, face mask or a printed iris image or it tries to imitate the behavior of the real user like signature, gait, to get
access on biometric system.
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Fig 1:- Types of biometrics
ILRELATED WORK

Different researcher worked on biometric systems. Variety of approaches is developed in order to increase the
security of a biometric system. But the biometric systems are still vulnerable to spoofing attacks.

Javier Galbally, Julian Fierrez, Fernando Alonso-Fernandez, Javier Ortega-Garcia [1] presented a software-based
liveness detection approach where a novel fingerprint parameterization is used which is based on quality associated
features. A highly challenging database is tested which comprised of 10,500 real and fake images gathered with five
sensors of different technologies. To generate the gummy fingers large extent of direct attack scenarios in terms of
materials and procedures carried out.

Nesrine Charfi, Hanene Trichili, Adel M. Alimi, Basel Solaiman [3] proposed a novel approach for personal
verification i.e. combining palmprint and hand shape features extraction using the Scale Invariant Feature Transform
(SIFT) algorithm. SIFT descriptors were extracted from hand and palmprint images. Likewise paper [2] Phalguni
Gupta, Dakshina Ranjan Kisku, Jamuna Kanta Sing described about face recognition using SIFT algorithm.
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Samarth Bharadwaj , Mayank Vatsa and Richa Singh [9] focused on a survey of the strengths, features, and worked
on limitations of existing quality assessment methods in fingerprint, face and iris biometric and they found that
Quality assessment of biometric readings plays an important role for the research in biometrics community. They
made a clear distinction between the biometric quality and image quality of a biometric model to capture modality-
specific perceptivity of quality assessment .

Vishal Moyal, Rohit Kuma [5] worked on quality assessment approach and suggested image information that
measures the information which is present in the reference image and also how much features of this reference
samples can be extracted from the distorted image.

Smita S. Mudholkar , Pradnya M. Shende, Milind V. Sarode [10] proposed a brief introduction about biometrics
and the information regarding the intrusion detection system and finally proposed a method which is based on
fingerprint recognition which allows us to detect more efficiently any abuse of the computer system that is running.

This research work is motivated from work done in [4][8]. Javier Galbally, Sébastien Marcel [4] in contrary to a
fake self manufactured synthetic or restored sample the actual presence of a real authentic trait are focused here. A

new software-based fake detection technique that can be used in multiple biometric systems to detect different types
of fraudulent access attempts is presented.
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Fig 2:- Fake Fingerprints Fig 3:-Face Spoofing Attack
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I1l. PROPOSED PLAN

In the field of biometric security Existing work has made several contributions to the state-of-the-art. For securing
Biometric systems against various attacks in particular it has Shown the huge potential of image quality assessment,
validation and proposal of a novel biometric protection method. The objective of designing a new system is to prevent
the biometric system from an unauthenticated access i.e fake user and to fetch that person by sending an image of a
fraudulent to any consultant person. As biometric technology is growing rapidly, to secure integrity of the biometric
security system template protection plays a crucial role for preventing unauthorized access.
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IV. WORKING METHODOLOGY
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Fig 4:-Block diagram Fig 5:-System hardware Fig 6:- Overview of SIFT algorithm

In this proposed work, database is used to store the facial images and the fingerprint images .we can add these
images while enrolling the user. stored images are later used while authenticating the persons. Fingerprint feature
extraction is prepared by means of minutia and image feature extraction is done by using SIFT algorithm . Fused value
of fingerprint and face features are stored in the database. The next step is to test an image with the previously stored
image that process is known as matching. Fingerprint recognition uses minutiae based matching and for face
recognition SIFT descriptors are compared with the previously stored descriptors. If the system gives both the
authentication then the user will be true user .Otherwise that person is considered as a fake one and his images will be
taken then the designed system will store images of that fraudulent into database and with the help of GSM
unauthentication message will be sent to the consultant person.

V. EXPERIMENTAL RESULTS

Figures shows the results of Enhanced Security based Multibiometric System. Figure 7,8,9 shows the graphical user
interface ,extracted features of the user and the authentication provided to the real user .If the person is real one then

k|
i 008

Fig 7:-GUI Fig 8:-Feature Extraction Fig 9:-Authentication
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and then only he gets an access to the system and if the person is found to be fake he will get unauthentication and
the proposed system will automatically generate one unauthentication SMS and send it to the consultant person.

VI.APPLICATIONS
1. Government applications such as Aadhaar card, social security, passport control, border control, welfare
Disbursement, driver’s license etc.
2. Commercial applications such as e-commerce, ATMs or credit cards, mobile phones, medical records
management, physical access control etc.
3. Forensic applications such as criminal investigation, parenthood determination, terrorist identification etc.
VII.CONCLUSION

This paper presented an approach for enhancing security of the multibiometric systems as the system is equipped
with the SIFT descriptor which improves the performance of image matching in the sense of achieving higher
efficiency and This study provided a new approach to fetch the fraudulent persons. Proposed system will help us to
diminish the crime rate and make the world more secure.
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