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ABSTRACT: Redundant basis (RB) multipliers over Galois Field have gained huge popularity in elliptic curve
cryptography (ECC) mainly because of their negligible hardware cost for squaring and modular reduction. In this
paper, we have proposed a novel recursive decomposition algorithm for RB multiplication to obtain high-throughput
digit-serial implementation. Through efficient projection of signal-flow graph (SFG) of the proposed algorithm, a
highly regular processor-space flow-graph (PSFG) is derived. By identifying suitable cut-sets, we have modified the
PSFG suitably and performed efficient feed-forward cut-set retiming to derive three novel multipliers which not only
involve significantly less time-complexity than the existing ones but also require less area and less power consumption
compared with the others. Both theoretical analysis and synthesis results confirm the efficiency of proposed multipliers
over the existing ones.
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I. INTRODUCTION

Redundant basis (RB) multipliers over Galois Field GF(2"™) have gained huge popularity in elliptic curve
cryptography ECC) mainly because of their negligible hardware cost for squaring and modular reduction. In this paper,
we have proposed a novel recursive decomposition algorithm for RB multiplication to obtain high-throughput digit-
serial implementation.

Through efficient projection of signal-flow graph (SFG) of the proposed algorithm, a highly regular processor-
space flow-graph (PSFG) is de- rived. By identifying suitable cut-sets, we have modified the PSFG suitably and
performed effi -cient feed-forward cut-set retiming to derive three novel multipliers which not only involve
significantly less time-complexity than the existing ones but also require less area and less power consumption
compared with the others. Both theoretical analysis and synthesis results confirm the efficiency of proposed multipliers
over the existing ones. The synthesis results for field programmable gate array (FPGA) and application specific
integrated circuit (ASIC) realization of the proposed designs and competing existing designs are compared. It is shown
that the proposed high-throughput structures are the best among the corresponding designs, for FPGA and ASIC
implementation.

Finite field multiplication is a basic operation frequently encountered in modern cryptographic systems such
as the elliptic curve cryptography (ECC) and error control coding. Moreover, multiplication over a finite field can be
used further to perform other field operations, e.g., division, exponentiation, and inversion. Multiplication over GF(2™)
can be implemented on a general purpose machine, but it is expensive to use a general purpose machine to implement
cryptographic systems in cost-sensitive consumer products. Besides, a low-end microprocessor cannot meet the real-
time requirement of different applications since word-length of these processors is too small compared with the order
of typical finite fields used in cryptographic systems. Most of the real-time applications, therefore, need hardware
implementation of finite field arithmetic operations for the benefits like low-cost and high-throughput rate.
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The choice of basis to represent field elements, namely the polynomial basis, normal basis, triangular basis
and redundant basis (RB) has a major impact on the performance of the arithmetic circuits .The multipliers based on
RB have gained significant attention in recent years due to their several advantages. Not only do they offer free
squaring, as normal basis does, but also involve lower computational complexity and can be implemented in highly
regular computing structures.

Several digit-level serial/parallel structures for RB multiplier over GF(2™ ) have been reported in the last years
after its introduction by Wu. An effi cient serial/parallel multiplier using redundant representation has been presented.

A bit-serial word-parallel (BSWP) architecture for RB multiplier has been reported by Namin. Several other
RB multipliers also have been developed by the same authors in for reducing the complexity of implementation and for
high-speed realization.We fi nd that the hardware utilization efficiency and throughput of existing structures of can be
improved by efficient design of algorithm and architecture.

In this paper, we aim at presenting efficient digit-level serial/parallel designs for high-throughput finite field
multiplication over GF(2™) based on RB. We have proposed an effcient
recursive decomposition scheme for digit-level RB multiplication, and based on that we have derived parallel
algorithms for high throughput digit-serial multiplication .We have mapped the algorithm to three different high-speed
architectures by mapping the parallel algorithm to a regular 2-dimensional signal-flow graph (SFG) array, followed by
suitable projection of SFG to 1-dimensional processor-space flow graph (PSFG), and the choice of feed-forward cut-set
to enhance the throughput rate. Our proposed digit-serial multipliers involve significantly less area-time-power
complexities than the corresponding existing designs. Field programmable gate array (FPGA) has evolved as a
mainstream dedicated computing platform. FPGAs however do not have abundant number of registers to be used in the
multiplier. Therefore, we have modified the proposed algorithm and architecture for reduction of register-complexity
particularly for the implementation of RB multipliers on FPGA platform.

Apart from these we also present a low critical-path digit-serial RB multiplier for very high throughput
applications.
The rest of the paper is organized as follows: The proposed algorithm for Finite Field RB multiplication over GF(2™)
is presented.

Il. MATHEMATICAL FORMULATION
Brief Review of Existing Digit-Serial RB Multiplier
Assuming x to be a primitive nth root of unity, elements in Finite Field GF(2™) can be represented in the
form:
A= g+ X @ X F .. + g X"
For a finite field GF(2™) when (m+1) is a prime and 2 is a primitive root modulo (m+1) there exists a type |

optimal normal basis (ONB) where is an element of GF(2™) and n=m+1.
Let A,B € GF(2"™) be expressed in RB representation as

A - Zizon—l a; XI

B= Zi:()n_l bi XI
Where a; b; € GF(2). Let be the product of and ,which can be expressed as follows
C=AB _
=T bix' ) A

= Zi:On_i (Zj:On_i b(ijn X' ) &
=Yoo (Xj=0" blipnay) X

In the recently proposed RB multipliers, both operands 4 and r are decomposed into a number of blocks to

achieve digit-serial multiplication, and after that the partial products corresponding to these blocks are added together
to obtain the desired product word. The existing digit-serial RB multiplication algorithm is stated as follows:
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Existing Algorithm Existing digit-serial multiplication algorithm
[13] and [14]

Inputs: 4 = (En, Y - I SRR 7S SIS )
:‘?J "“'ri A :"_ 1
= {AEJ ------ Ai_q),
and D — bu Sp bu\_l Pu\ RO 62%'_11‘ i b{_t_l],,_, e bn_l
B B, Bl
= (Bgs---, Bi_1)

are two RB representation elements. for ¢t = [n/w].
Output: C = A- B = (cgyevv sCn_1)

1. Initialization: + — |—-u,/-u.‘—|.-r5_:|] =0fore=0,..., t—1 and
=0 svasn—1

2 Forallvaluvesofi =0,1,2,....,n —1.do
3. For all values ofe = 0.1.2,....t —1.do
4 Forg=0tow—1.do

3 rf_f? = T‘If‘__:ﬂ_n F Gewtgbi—ew=)n

6. End For
7. End For

- — t—1 _ (aw—1)
e AT

9. End For

Step 5 of existing algorithm refers to the computation of digit-wise partial products for the digit-serial multiplication
where operands .4 and g are decomposed into a number of digits, and step 8 refers to the addition of those partial
products to compute the product word.

Although the existing algorithm of [13] and [14] is the most efficient one out of all reported algorithms for digit-
serial multiplication, we find that the hardware utilization efficiency and throughput of existing structures of [13]-[14]
could be improved further by efficient design of algorithm and architecture. Particularly, due to its larger number of
digit-wise partial products (step 5), and extra time for addition of those partial products (step 8), which not only
increases the average computation time (ACT) to perform the multiplication but also involves extra hardware re-
sources for storage and addition of larger number of partial products.
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Proposed Digit-Serial RB Multiplication Algorithm
Alternatively, we can write (5) in a bit-level matrix-vector form as
fa ] [bo bu—t o W) a0 ]
C] b b e bol | o

| Cn—1 _brt—l hn—? hO_ | tp—1

Proposed digit serial multiplication algorithm

Algorithm 1 Proposed digit-serial multiplication algorithm

Inputs: 4 and B are the pair of elements (in RB representation)
in GF(2™) to be multiplied.

Output: C = A- B

1. Imtialization step
1.1D=0

2. Multiplication step
21 Foru=00Q-1
22 Forv=0to P-1
23.D=D+B.A!
2.4 End For
2.5. End For

3. Final step
3.0=D

where step 2.3 refers to the digit-serial multiplication process. According to our proposed algorithm, we generate less
number of partial products, and partial products are accumulated as soon as they are computed, which not only shortens
the ACT, but also significantly reduces register and adder complexities of proposed structures over that of existing ones.

111. DERIVATION OF PROPOSED HIGH THROUGHPUT STRUCTURES FOR RB MULTIPLIERS

A. PROPOSED STRUCTURE

the RB multiplication can be represented by the 2-dimensional SFG (shown in Fig. 1) consisting of @ parallel arrays,
where each array consists of { 7_1) bit-shifting nodes (S node), »multiplication nodes (M nodes) and ¢ »_ 1}addition
nodes (A nodes). There are two types of S nodes (S-1 node and S-I1 node). Function of S nodes is depicted in Fig. 1(b),
where S-1 node performs circular bit-shifting by one position and S-1I node performs circular bit-shifting by @
positions for the de-gree reduction requirement. Functions of M nodes and A nodes are depicted in Fig. 1(c) and 1(d),
respectively. Each of the M nodes performs an AND operation of a bit of serial-input operand A with bit-shifted form
of operand &, while each of the A nodes performs an XOR operation. The final addition of the output of @ arrays of
Fig. 1 can be performed by bit-by-bit XOR of the operands in (@ _1)number of A nodes as depicted in Fig. 1. The
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desired product word is obtained after the addition of (2 parallel output of the arrays.

For digit-serial realization of RB multiplier, the SFG of Fig. 1 can be projected along . -direction to obtain a
PSFG as shown in Fig. 2, where P input bits are loaded in parallel to multiplication nodes during each cycle period.
The functions of nodes of PSFG are the same as those of corresponding nodes in the SFG of Fig. 1 except an extra add-
accumulation (AA) node. The function of the AA node is, as described in Fig. 2(b), to execute the accumulation
operation for 2 cycles to yield the desired result thereafter.

Jinnl xinl
m—»(/s F->yout o M sint sinzoyout xi 0—-4/:\1 yout
3 ) (Xin1-xin2—yput Xin2 oms i
\_/ ,/" y ,___.j

. Xit . B
bit-shifting(xin)—vout yout xinl+xin2—yout

(b) (c) (d)

Initialize: R «— 0; T «— 0;

For1<T<Q:
Xin yout Re—R+xin; T« T+ 1.
If T = Q then yout «— R;
T «— 0; R — 0; Endif.
(b) )
Fig2 Processor-space flow graph (PSFG) of digit-serial realization of finite field RB multiplication over GF(2™) (a) The
proposed PSFG. (b) Functional description of add-accumulation (AA) node.
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r parallel output bits { n parallel output bits | r parallel output bits
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7z parallel input bits accumulator

7 parallel output bits

)
Fig.3Proposed structure-1 (PS-1) for RB multiplier, where “R” denotes a register cell. (a) Detailed structure of the RB
multiplier. (b) Structure of the bit-permutation module (BPM). (c) Structure of the AND cell in the partial product
generation module (PPGM). (d) Structure of the XOR cell in the PPGM. (e) Structure of the register cell in the PPGM.
(f) Structure of the finite field accumulator.

Epipe’[ined A nodes

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

l finite field accumulator |
Fi

&
®)
Fig 4. Proposed structure-11 (PS-I1) for RB multiplier, where “R” denotes a register cell. (a) Modified PSFG. (b)
Structure of RB multiplier.
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Fig.5Novel cut-set retiming of PSFG and its corresponding structure: PS-111.(a)Cut-set retiming. (b) BPM and PPGM
of PS-III.

Comparisons of multipliers

In order to compare the hardware requirements of the above discussed multipliers some notations need to be considered.
Let R be the number of multiplication nodes, S be the number of parallel arrays, n be the integer and n=m+1 in GF (2
m ). The hardware requirements are compared on the number of AND gates, XOR gates and Registers required
implementing the multiplication and it is represented below.

Multipliers Registers AND Gates XOR Gates
4.1 n Rn Rin-1)
4.2 (R+1)n Rn {(ZR-1n
4.3 En+2n En En

Tablel comparision of multipliers.

the RB multiplication can be represented by the 2 dimensional Signal Flow Graph (SFG), in which it is considered that
TA and TX are the delay of an AND gate and an XOR gate respectively. The time duration of critical path is calculated
from SFG represented by Tcp, and with this Average Computation Time (ACT) is calculated for above discussed
multipliers shown in below.

Multipliers Critical Fath ACT
41 T, + |logan] Ty ST
42 T,+Ty STept [log:R] Ty
43 T,+Ty S

Table2 comparison of critical path.
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VI. SIMULATION RESULTS

The below figures shows the simulation result for the proposed structures.

i » B2 o0
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8 » R

» B o)
L

s

1 ak
T rst
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= 510
mulation result for proposed structure3.

V. CONCLUSION

RB multipliers over GF (2 m ) are very popular in Elliptic Curve Cryptography because of their negligible hardware
cost for squaring and modular reduction. Word Level RB multiplier is the most efficient among all multipliers in terms
of hardware utilization. Digit serial RB multiplication in a bit level matrix vector form is most efficient in terms of
area-time complexities. Future works can be done to find out new methods to obtain partial products in lesser time and
with less hardware requirements.

RB multipliers over GF (2 m ) are very popular in Elliptic Curve Cryptography because of their negligible hardware
cost for squaring and modular reduction. Word Level RB multiplier is the most efficient among all multipliers in terms
of hardware utilization. Digit serial RB multiplication in a bit level matrix vector form is most efficient in terms of
area-time complexities. Future works can be done to find out new methods to obtain partial products in lesser time and
with less hardware requirements.
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