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ABSTRACT: This paper introduces a detailed analysis of big data security issues and challenges. Data has become an
indispensable part of every economy, industry, organization, business function and individual. The amount of data
in world is growing day by day because of use of internet, Smartphone, social network, fine tuning of ubiquitous
computing and many other technological advancements. Big Data is a term used to identify the datasets that whose size
is beyond the ability of typical database software tools to store, manage and analyse. Generally size of the data is
Petabyte and Exabyte. Most of the data is partly structured, unstructured or semi structured and it is heterogeneous in
nature. Due to its specific nature, Big Data is stored in distributed file system architectures. Hadoop and HDFS by
Apache are widely used for storing and managing Big Data. Analysing it, is a challenging task as it involves large
distributed file systems which should be fault tolerant, flexible and scalable. Traditional database systems is not able
to capture, store and analyse this large amount of data. Security and privacy issues are magnified by velocity,
volume, and variety of big data, such as large-scale cloud infrastructures, diversity of data sources and formats,
streaming nature of data acquisition, and high volume inter-cloud migration. Therefore, traditional security
mechanisms, which are tailored to securing small-scale static (as opposed to streaming) data, are inadequate. In this
paper, we highlight the some important concept of big data-specific security and privacy challenges so that it will bring
renewed focus on fortifying big data infrastructures.

KEYWORDS: Big data, Petabyte, Exabyte, Database, velocity, volume

I. INTRODUCTION

The term ‘Big Data’ appeared for first time in 1998 in a Silicon Graphics (SGI) slide deck by John Mashey with the
title of “Big Data and the Next Wave of Infra Stress”. Many Researchers and organizations have tried to define Big
Data in different ways. Gartner defines Big Data are high-volume, high-velocity and high-variety information assets
that require new forms of processing to enable enhanced decision making, insight discovery and process optimization
[1].Big Data in fig. (1) Is defined as the representation of the progress of the human cognitive processes, usually
includes data sets with sizes beyond the ability of current technology, method and theory to capture, manage, and
process the data within a tolerable elapsed time [2].
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Figl. Big Data

The origin of the term ‘Big Data’ is due to the fact that we are creating a huge amount of data every day. At the KDD
Big Mine 12 Workshop Usama Fayyad in his invited talk presented amazing data numbers about internet usage, among
them are the following: each day Google has more than 1 billion queries, Twitter has more than 250 million tweets per
day, Per day Face book has more than 800 million updates, and YouTube has more than 4 billion views per day. Big
Data is a heterogeneous mix of data both structured (traditional datasets —in rows and columns like DBMS tables,
CSV’s and XLS’s) and unstructured data like PDF documents, e-mail attachments, images, manuals , medical records
such as x-rays, ECG and MRI images, forms, rich media like graphics, video and audio, contacts, forms and documents.
Businesses are primarily concerned with managing unstructured data, because about 80 per cent of enterprise data is
unstructured [3].
The era of “big data” has ushered in a wealth of opportunities to advance science, improve health care, promote
economic growth, reform our educational system, and create new forms of social interaction and entertainment. These
opportunities bring with them increasing challenges related to data security and privacy. Security and privacy issues are
magnified by velocity, volume and variety of big data such as large scale cloud infrastructures, diversity of data sources
and formats, streaming nature of data acquisition and high volume inter cloud migration. The use of large scale cloud
infrastructures, with a diversity of software platforms, spread across large networks of computers, also increases the
attack surfaces of the entire systems. These challenges includes-

o Lack of effective tools and approaches for securely managing large-scale data and distributed data sets

o 3"“party data sharing

o vulnerabilities in ever-expanding public databases and

o technological advancements that are outpacing policy as it relates to digital security and privacy

Security and privacy concerns are growing as big data becomes more and more accessible. Data is being produced at an
ever increasing rate. This growth in data production is being driven by:

e individuals and their increased use of media;

e organizations;

e the switch from analogue to digital technologies; and

e The proliferation of internet connected devices and systems.
Scientists break down Big Data into many dimensions as shown in fig. (2): Volume, Velocity, Variety, Veracity and
Value [4, 5].

1. Volume- Volume measures the amount of data available to an organization, which does not necessarily have
to own all of it as long as it can access it. As data volume increases, the value of different data records will
decrease in proportion to age, type, richness, and quantity among other factors.
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2. Velocity- Data velocity measures the speed of data creation, streaming, and aggregation. Ecommerce has
rapidly increased the speed and richness of data used for different business transactions (for example, web-site
clicks) how fast the data is being produced and how fast the data needs to be processed to meet the demand.

3. Variety- Data variety is a measure of the richness of the data representation — text, images video, audio, etc.
We are creating data in all forms -unstructured, semi structured and structured data. This data is heterogeneous
is nature. Most of our existing tools work over homogenous data, now we require new tools and techniques
which can handle such a large scale heterogeneous data.

4. Veracity- This deals with uncertain or imprecise data. It refers to the noise, biases and abnormality in data.
This is where we find out if the data that is being stored and mined is meaningful to the problem being
analyzed. The data we are generating is uncertain in nature. It is hard to know which information is accurate
and which is out of date.

5. Value- Data value measures the usefulness of data in making decisions. It has been noted that “the purpose of
computing is insight, not numbers” .The data we are working with is valuable for society or not.
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Fig 2.Characteristics of Big Data

Types of Big Data: There are two types of big data.
-Structured Data
-Unstructured Data.

1. Structured Data: Structured Data are numbers and words that can be easily categorized and analyzed.
These data are generated by things like network sensors embedded in electronic devices, smart phones, and global
positioning system (GPS) devices. Structured data also include things like sales figures, account balances, and
transaction data.

2. Unstructured Data: Unstructured Data include more complex information, such as customer reviews from
commercial websites, photos and other multimedia, and comments on social networking sites. These data cannot easily
be separated into categories or analyzed numerically. The explosive growth of the Internet in recent years means that
the variety and amount of big data continue to grow. Much of that growth comes from unstructured data.
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When making an attempt to understand the concept of Big Data, the words such as “maps reduce” and ‘“Hadoop”
cannot be avoided.

Hadoop
Hadoop, which is a free, Java-based programming frame work, supports the processing of large sets of data in a
distributed computing environment. It is a part of the Apache project sponsored by the Apache Software Foundation.
Hadoop cluster uses a Master/Slave structure [6]. Using Hadoop, large data sets can be processed across a cluster of
servers and applications can be run on systems with thousands of nodes involving thousands of terabytes. Distributed
file system in Hadoop helps in rapid data transfer rates and allows the system to continue its normal operation even in
the case of some node failures. This approach lowers the risk of an entire system failure, even in the case of a
significant number of node failures. Hadoop enables a computing solution that is scalable, cost effective, fault tolerant
and flexible. Hadoop Framework is used by popular companies like Google, Yahoo, Amazon and IBM etc., to support
their applications involving huge amounts of data.
Hadoop has two main sub projects —

-Map Reduce &

-Hadoop Distributed File System (HDFS).

Map Reduce

Hadoop Map Reduce is a framework [7] used to write applications that process large amounts of data in
parallel on clusters of commodity hardware resources in a reliable, fault-tolerant manner. A Map Reduce job first
divides the data into individual chunks which are processed by Map jobs in parallel. The outputs of the maps sorted by
the framework are then input to the reduce tasks. Generally the input and the output of the job are both stored in a file-
system. Scheduling, Monitoring and re-executing failed tasks are taken care by the framework.

Hadoop Distributed File System (HDFS)

HDFS [8] is a file system that spans all the nodes in a Hadoop cluster for data storage. It links together file
systems on local nodes to make it into one large file system. HDFS improves reliability by replicating data across
multiple sources to overcome node failures.

Big data applications

The big data application refers to the large scale distributed applications which usually work with large data sets. Data
exploration and analysis turned into a difficult problem in many sectors in the span of big data. With large and complex
data, computation becomes difficult to be handled by the traditional data processing applications which trigger the
development of big data applications [9].

Google’s map reduce framework and apache Hadoop are the defacto software systems [10] for big data applications, in
which these applications generates a huge amount of intermediate data. Manufacturing and Bioinformatics are the two
major areas of big data applications.

Big data provide an infrastructure for transparency in manufacturing industry, which has the ability to unravel
uncertainties such as inconsistent component performance and availability. In these big data applications, a conceptual
framework of predictive manufacturing begins with data acquisition where there is a possibility to acquire different
types of sensory data such as pressure, vibration, acoustics, voltage, current, and controller data. The combination of
sensory data and historical data constructs the big data in manufacturing. This generated big data from the above
combination acts as the input into predictive tools and preventive strategies such as prognostics and health management.
Another important application for Hadoop is Bioinformatics which covers the next generation sequencing and other
biological domains. Bioinformatics [11]-[12] requires a large scale data analysis uses Hadoop.

Big data advantages

In Big data, the software packages provide a rich set of tools and options where an individual could map the entire data
landscape across the company, thus allowing the individual to analyse the threats he/she faces internally. This is
considered as one of the main advantages as big data keeps the data safe. With this an individual can be able to detect
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the potentially sensitive information that is not protected in an appropriate manner and makes sure it is stored according
to the regulatory requirements.

There are some common characteristics of big data, such as

a) Big data integrates both structured and unstructured data.

b) Addresses speed and scalability, mobility and security, flexibility and stability.

c) In big data the realization time to information is critical to extract value from various data sources, including mobile
devices, radio frequency identification, the web and a growing list of automated sensory technologies.

All the organizations and business would benefit from speed, capacity, and scalability of cloud storage. Moreover, end
users can visualize the data and companies can find new business opportunities. Another notable advantage with big-
data is, data analytics, which allow the individual to personalize the content or look and feel of the website in real time
so that it suits the each customer entering the website. If big data are combined with predictive analytics, it produces a
challenge for many industries.

The combination results in the exploration of these four areas:

a) Calculate the risks on large portfolios

b) Detect, prevent, and re-audit financial fraud

c) Improve delinquent collections

d) Execute high value marketing campaigns

II.LITERATURE REVIEW

Big data is a term for massive data sets having large, more varied and complex structure with the difficulties of storing,
analyzing and visualizing for further processes or results. The process of research into massive amounts of data to
reveal hidden patterns and secret correlations named as big data analytics. The growth of big data has raised a number
of eyebrows as far as the challenges are concerned. Several authors have discovered a plethora of challenges which
include data storage and privacy. Sachchidanand Singh et al. explained the concept, characteristics & need of Big Data
and different offerings available in the market to explore unstructured large data [13]. Changqing ji et al. discussed the
scope of Big Data processing in cloud computing environment [14]. Dan Garlasu et al. proposed architecture for
managing and processing Big Data using grid technologies [15]. Xiaoxue Zhang et al described the storage challenges
of Big Data and they analyzed those using Social Networks as examples [16]. They further classified the related
research issues into the following classifications: small files problem, load balancing, replica consistency and de-
duplication. Meiko Johnson also did some work on the privacy issues involved with Big Data. He classified these
challenges into the following taxonomy: interaction with individuals, re-identification attacks, probable vs. provable
results, targeted identification attacks and economics effects visualize and understand their algorithm results. Kapil
Bakshi et al [17] discussed the architectural considerations for big data are concluded that despite the different
architectures and design decisions, the analytics systems aim for Scale-out, Elasticity and High availability. Chansup
Byun et al. brought together the Big Data and Big compute by combining Hadoop clusters and MPI clusters [18]-[19].
Tyson Condie et al. discussed the machine learning computational models for Big Data [20]. Xindong Wu et al.
presented a HACE theorem that characterizes the features of the Big Data revolution and proposed a Big Data
processing model from the data mining perspective [21]. Dr. Sun-Yuan Kung proposed cost-effective design on kernel-
based machine learning and classification for Big Data learning applications [22].

I11. BIG DATA SECURITY AND PRIVACY CHALLENGES

1. Secure Computations in Distributed Programming Framework:

Distributed programming framework utilize parallelism in computations and storage to process massive amounts of the
data .A popular example is map reduce framework, which splits an input file into multiple chunks in the first phase of
map reduce, a mapper for each chunk reads the data, perform some computation, and outputs a list of key/value pairs.
In the next phase, a reducer combines the values belonging to each distinct key and outputs the result. There are two
major attack prevention measures: securing the mappers and securing the data in the presence of an untrusted mapper.
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2. Security Best Practices for Non-Relational Data Stores:

Non-relational data stores popularized by NoSQL databases are still evolving with respect to security infrastructure.
For instance, robust solutions to NoSQL injection are still not mature each NoSQL DBs were built to tackle different
challenges posed by the analytics world and hence security was never part of the model at any point of its design stage.
Developers using NoSQL databases usually embed security in the middleware .NoSQL databases do not provide any
Support for Enforcing it explicitly in the database. However, clustering aspect of NoSQL databases poses additional
challenges to the robustness of such security practices.

3. Secure Data Storage and Transaction Logs:

Data and transaction logs are stored in multi-tiered storage media manually moving data between tiers gives the it
manager direct control over exactly what data is moved and when. However as the size of data set has been and
continues to be, growing exponentially, scalability and availability have necessitated auto-tiring for big data storage
management. Auto-tiering solutions do not keep track of where the data is stored, which poses new challenges to secure
data storage.

4. End Point Input Validation/Filtering:

Many big data use cases in Enterprise settings require data collection from many sources, such as end point devices for
example, a security information and event management system (SIEM) may collect event logs from millions of
hardware devices and software application in an enterprise network. A key challenge in the data collection process is
input validation: how can we trust the data? How can we validate that a source of input data is not malicious and how
can we filter malicious input from our collection? Input validation and filtering is a daunting challenge posed by
untrusted input sources, especially with the Bring Your Own Device (BYOD) model.

5. Real —Time Security/Compliance Monitoring:

Real time security monitoring has always been a challenge, given the number of alerts generated by (Security) devices.
These alerts (correlated or not) lead to many false positive, which are mostly ignored or simply “clicked away”, as
humans cannot cope with the shear amount. This problem might even increase with the bid data given the volume and
velocity of data streams however, big data technologies might also provide an opportunity, in the sense that these
technologies do allow for fast processing and analytics of different types of data.

6. Scalable and Composable Privacy-Preserving Data Mining and Analytics:

Big data can be seen as a troubling manifestation of big brother by potentially enabling invasions of privacy, invasive
marketing, decreased civil freedoms, and increase state and corporate control. A recent analysis of how companies are
leveraging data analytics for marketing purpose identified an example of how a retailer was able to identify that
teenager was pregnant before her father knew. Similarly anonym zing data for analytics is not enough to maintain user
privacy. For example AOL released anonymized search logs for academic purposes ,but users were easily identified by
their searchers .Netflix faced a similar problem when users of their anonymized data set were identified by correlating
their Netflix movie scores with IMDB scores. Therefore, it is important to establish guidelines™ and recommendations
for preventing inadvertent privacy disclosures.

7. Cryptographically Enforced Access Control And Secure Communication:

To ensure that the most sensitive private data is end to end secure and only accessible to the authorized entities, data
has to be encrypted based on access control policies. Specific research in this area such as attribute-based encryption
(ABE) has to be made richer, more efficient, and scalable. To ensure authentication, agreement and fairness among the
distributed entities, a cryptographically secure communication framework has to be implemented.

8. Granular Access Control:

The security Property that matters from the perspective of access control is secrecy-preventing access to data by people
that should not have access .The problem with course-grained access mechanisms is that data that could otherwise be
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shared is often swept into a more restrictive category to guarantee sound security granular access control gives data
managers a scalpel instead of a sword to share data as much as possible without compromising secrecy.

9. Granular Audits:

With real time security monitoring, we try to be notified at the moment an attack takes place. In reality, this will not
always be the case (e.g., new attacks, missed true positives). In order to get to the bottom of the missed attack, we need
audit information. This is not only relevant because we want to understand what happened and what went wrong ,but
also because compliance, regulation and forensics reasons .in that regard ,auditing is not something new, but the scope
and granularity might be different. For example, we have to deal with more data objects, which probably are (but not
necessarily) distributed.

10. Data Provenance:

Provenance metadata will grow in complexity due to large provenance graphs generated from provenance- enabled
programming environments in big data applications. Analysis of such large provenance graphs to detect metadata
dependencies for security/confidentiality applications is computationally intensive.

IV. CHALLENGES IN BIG DATA ANALYSIS

1. Heterogeneity and Incompleteness: When humans consume information, a great deal of heterogeneity is
comfortably tolerated. In fact, the nuance and richness of natural language can provide valuable depth. However,
machine analysis algorithms expect homogeneous data, and cannot understand nuance. In consequence, data must be
carefully structured as a first step in (or prior to) data analysis. Consider, for example, a patient who has multiple
medical procedures at a hospital. We could create one record per medical procedure or laboratory test, one record for
the entire hospital stay, or one record for all lifetime hospital interactions of this patient. With anything other than the
first design, the number of medical procedures and lab tests per record would be different for each patient. The three
design choices listed have successively less structure and, conversely, successively greater variety. Greater structure is
likely to be required by many (traditional) data analysis systems. However, the less structured design is likely to be
more effective for many purposes.

2. Scale: Of course, the first thing anyone thinks of with Big Data is its size. After all, the word “big” is there in the
very name. Managing large and rapidly increasing volumes of data has been a challenging issue for many decades. In
the past, this challenge was mitigated by processors getting faster, following Moore’s law, to provide us with the
resources needed to cope with increasing volumes of data. But, 9 there is a fundamental shift underway now: data
volume is scaling faster than compute resources, and CPU speeds are static.

3. Timeliness: The flip side of size is speed. The larger the data set to be processed, the longer it will take to analyze.
The design of a system that effectively deals with size is likely also to result in a system that can process a given size of
data set faster. However, it is not just this speed that is usually meant when one speaks of Velocity in the context of Big
Data. There are many situations in which the result of the analysis is required immediately. For example, if a fraudulent
credit card transaction is suspected, it should ideally be flagged before the transaction is completed — potentially
preventing the transaction from taking place at all. Obviously, a full analysis of a user’s purchase history is not likely to
be feasible in real-time. Rather, we need to develop partial results in advance so that a small amount of incremental
computation with new data can be used to arrive at a quick determination.

4. Privacy: The privacy of data is another huge concern, and one that increases in the context of Big Data. For
electronic health records, there are strict laws governing what can and cannot be done. For other data, regulations,
particularly in the US, are less forceful. However, there is great public fear regarding the inappropriate use of personal
data, particularly through linking of data from multiple sources. Managing privacy is effectively both a technical and a
sociological problem, which must be addressed jointly from both perspectives to realize the promise of big data.
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5. Human Collaboration: In spite of the tremendous advances made in computational analysis, there remain many
patterns that humans can easily detect but computer algorithms have a hard time finding. Indeed, CAPT CHAs exploit
precisely this fact to tell human web users apart from computer programs. Ideally, analytics for Big Data will not be all
computational — rather it will be designed explicitly to have a human in the loop.

V. CONCLUSION

The paper is a systematic study of various security issues and challenges of Big Data analytics. Big Data is a very
challenging research area. Through better analysis of the large volumes of data that are becoming available, there is the
potential for making faster advances in many scientific disciplines and improving the profitability and success of many
enterprises. However, many technical challenges described in this paper must be addressed before this potential can be
realized fully. Furthermore, these challenges will require transformative solutions, and will not be addressed naturally
by the next generation of industrial products. We must support and encourage fundamental research towards addressing
these technical challenges if we are to achieve the promised benefits of Big Data.
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