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ABSTRACT: Expansion of the Internet has frequently increased the availability of digital data such as audio, images 
and videos to the public. Watermarking is a method for inserting the watermark information into an image, which can 
be later used for finding the tampered region and recovering the lost information in the tampered zone. The main reason 
for development of digital watermarking research is to protect intellectual properties of the digital world. Watermarking 
techniques may divide on the basis of domain like spatial domain or transform domain or on the basis of wavelets. The 
spatial domain techniques directly work on the pixels and the frequency domain works on the transform coefficients of 
the image. This survey elaborates the most important methods of spatial domain and transform domain and focuses the 
merits and demerits of these techniques. 
 
KEYWORDS: Watermarking, Spatial domain, Frequency domain,  SPIHT, Reed-Solomon,  Permutation, Hash 
detection. 
 

I. INTRODUCTION 
 

 Watermarking (data hiding) [1]-[3] is the process of embedding data into a multimedia element such as image, audio 
or video. This embedded data can later be extracted from, or detected in, the multimedia for security purposes. Digital 
watermarking has attracted considerable attention and has numerous applications, including copyright protection, 
authentication, secret communication, and measurement [4], [5]. Whether watermarking algorithm is valid or not, is 
mainly based on two following characteristics: First, the invisibility, which means that watermarking should be 
invisible and do not affect original digit to be protected; Second, the Robustness, which means that extracted 
watermarks are still significant after suffering from all kinds of signal processing such as filtering, compressing, 
rotating, scaling, cropping operations, etc. [6] Now, all watermarking algorithms, according to its embedded way on the 
whole, can be classed into two types: the space domain and the transformation domain. They have different 
characteristics, from the point of view of the ability to resist attacks. Transformation domain algorithms are widely 
thought better than  those  of  the  space domain.  

Initially, watermarking method obtains a checksum of the image data and then embeds the checksum into the LSB 
of  randomly chosen pixels. Others add a modified maxima length linear shift register sequence to the pixel data which 
can identify the watermark by using spatial cross correlation function of the modified sequence and part of the 
watermarked image. Watermarks can modify the images spectral by modulating DCT, DFT or DWT coefficients 
according to a sequence known only to the owner. As a result, the security level of the watermark in the image 
increases while maintaining the imperceptibility of  the mark. 

 
II.   LITERATURE SURVEY 

 
In  case of  images, watermarking  techniques are classified based on  two working domains. Spatial Domain in which 
Pixels of  one or  two randomly  selected  subsets  of  an  image are modified based on  perceptual  analysis of  the  
original image and Frequency  Domain in which values of  certain frequencies change. 
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A. SPATIAL DOMAIN BASED TECHNIQUES: 
Watermarking  method  based on  the spatial domain scatters  information  to  be embedded  to make  the information  
more  secure so  that  it  is very difficult to detect. It  uses minor change of  the  value  of  pixels. This approach  has  an  
advantage  which  is it  is strong for cropping and  translation. Various approaches for  spatial domain  techniques  have  
been  proposed so far  which are  checksum  techniques,  two dimensional spatial watermark,  spread spectrum  
approach are some of  them. 

 
1 ) LSB technique 
In this approach [7], LSB hides data in the spatial domain. The image is as a matrix NxM where N and M are the 
dimensions of the image and the value of the pixel in the position (i, j) is a binary number. This binary number can be 
then divided into a most significant bit (MSB) which contains a lot of information and a least significant bit (LSB) 
which contains very few information .Changes to the value of the LSB without distortion for the image.  
       Limitations of Spatial domain techniques such as LSB are easier to implement, but they are limited in robustness, 
which is not expected in any watermarking applications. It can survive simple operation such as cropping, any addition 
of noise. However lossy compression is going to defeat the watermark. An even better attack is to set all the LSB bits to 
1 fully defeating the watermark at the cost of negligible perceptual impact on the cover object. 
 
2)  Checksum technique 
In this approach [8], watermark is formed from the checksum value of the seven most significant bits of all Pixels. A 
checksum is the modulo-2 addition of a sequence of fixed-length binary words which is a type of hash function. This 
technique randomly chooses the locations of the pixels that are to contain one bit of the checksum. The pixel locations 
of the checksum together with the checksum value form the watermark which must be kept secret. To verify the 
watermark, the checksum of a test image is obtained and compared to the watermark. Advantages of this technique are 
mentioned below: Embedding watermark only changes half of the pixels that covered by it, as a result it not only 
reduces visual distortion but also increases security. An image may hold many watermark as long as they do not 
overlap. 

Limitation of this technique is any change to either the image data or the embedded checksum can cause the 
verification procedure to fail. 

 
3)  Basic M-sequence approach 
In this approach [9], watermark is formed based on using a modified m-sequence. A linear feedback shift register with 
n stages can form pseudo-random binary sequences with maximum period of 2n-1. Two types of sequences may be 
formed from an m-sequence: unipolar and bipolar. Advantages of this technique are mentioned below: Watermark is 
robust to small amounts of noise, in the image. Successive watermarks treat the previously watermarked image as a  
new. An attacker can deduce watermark if 2n consecutive bits in it are known. 

Limitation of  this method  is that it does  not protect the DC value of  the  pixels covered by an individual block. 
 

4)  Secure Spread Spectrum Watermarking forMultimedia: 
This approach [10], inserts a watermark into the spectral Components of  the data using  the techniques which are 
Analogous  to spread  spectrum  communication, therefore hiding a narrow band signal in a wideband channel 
Advantages of this technique are mentioned below: The watermark is difficult to remove for an attacker even when 
several individuals combine together with independently watermarked copies of  the data. It is robust to common signal 
and geometric distortions such as digital-to-analog and analog-to-digital conversion, re-sampling, and requantization 
including dithering and recompression and rotation, translation, cropping and scaling. 
 
B. FREQUENCY DOMAIN BASED TECHNIQUES. 
Transform coefficients are modified instead of directly changing  the  pixel values. To detect watermark, the inverse 
transform is used. The transforms commonly used for watermarking purposes [11],[12] are the discrete cosine  
transforms (DCT), discrete Fourier transforms (DFT) and discrete wavelet transforms (DWT). 
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1)  Discrete Cosine Transform (DCT) 
To embed a watermark, a frequency transformation is applied         
to the  host data. Then, modification  are made  to the transform coefficients. DCT represents data in terms of frequency 
space rather than an amplitude space. This is helpful because that corresponds more to the way persons identify light, 
so that the part that are not perceived can be identified and thrown away. DCT based watermarking techniques are 
robust compared to spatial domain techniques. Such algorithms are robust against simple image processing operations 
like low pass filtering, brightness and contrast adjustment, blurring etc. However, they are not easy to implement and 
are computationally more costly. 
 
2)  Discrete Fourier Transform (DFT) 
DFT has invariance to translation, rotation, scaling, the DFT-based Digital Watermarking Algorithm has unique 
advantages in the resistance geometric transformations. At present, the research of Image watermarking techniques 
require a relatively higher robust of watermark, an algorithm with pseudo-random noise to construct the watermark and 
use test to find the watermark in detected. When the image be detected extracted test sequence has a strong relevance 
with the original watermark. Basically the Fourier transform is a most popular technique for signal analysis, signal 
study and synthesis to define the effect of various factors on signal. Sometime the Fourier transform is use to transform 
the signal from time domain to frequency domain or signal from frequency domain to time domain. This transformation 
is reversible and  that maintaining  the  same energy. 
 
3)  Discrete Wavelet Transform (DWT) 
Wavelet domain is a secure domain for watermark embedding. Wavelet has reference to tiny waves. Discrete Wavelet 
Transform is based on tiny waves of limited period and unstable frequency. This is a frequency domain technique in 
which firstly original image is transformed into frequency domain and then its frequency coefficients are modified in 
accordance with the transformed coefficients of the watermark and watermarked image is obtained which is very much 
robust. DWT decomposes image hierarchically, providing both frequency and spatial description of the image. It 
decompose an image in mainly three spatial directions i.e., horizontal, diagonal and vertical in result separating the 
image into four different components that is Low_Low, High_Low, Low_High and High_High.  
       For second level of decomposition any one sub-band is chosen and is further decomposed into four levels. 
Maximum the level of decomposition, maximum will be the strength of the watermarked  image.  At every level of 
decomposition, the  magnitude of  DWT coefficients is bigger in lower bands  
(Low_Low), and is smaller in other three bands (Low_High, High_Low, and High_High). Larger magnitude of wavelet 
coefficients shows their higher significance in comparison with the wavelet coefficients of smaller magnitude. Human 
Visual System is extra sensitive to  the  low  frequency parts (the Low_Low sub-band), so watermark is first located in 
other three sub-bands to maintain the quality of original image. 
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C. IMAGE TAMPERING AND PROTECTION USING WATERMARK ALGORITHM: 
 

 Tamper Detection  
 
Digital images not only provide forged information but also work as agents of secret communication. Users and editing 
specialists manipulate digital images with varied goals. Scientists and researchers manipulate images for their work to 
get published; medical images are tampered to misrepresent the patients‟ diagnostics, photo and yellow journalists use 
the trick for creating and giving dramatic effect to their stories, politicians, lawyers, forensic investigators use tampered 
images to direct the opinion of people, court or law to their favour and so on. Hence, distinguishing the original images 
from faked lots and establishing the authenticity of digital photographs have become some of the greatest challenges of 
the present time. Retouching, splicing, copy-pasting, cropping, cloning etc are some of the popular techniques used for 
image manipulations. In additions to these techniques there also exists a wide range of Steganographic methods those 
use this popular digital media for secret data transmission.  
 
A. TAMPER DETECTION TECHNIQUES  
Digital image tamper detection techniques can be broadly classified into two groups such as active detection techniques 
and passive (blind) techniques. The active techniques require a pre-processing step and suggest embedding of 
watermarks or digital signatures to images so as to authenticate them. The major difficulty with this technique is that it 
requires the watermark to be embedded at the time of image capturing and for this; all digital cameras should have a 
standard inbuilt watermark. On the other hand, the passive detection techniques do not require pre embedding of any 
watermark or digital signatures to the images and hence are commonly used for  the purpose of tamper detection  in 
digital images.  

 
1)  Active Methods of Tamper Detection  
Active tamper detection techniques [13]  due to their inherent limitation, though, are not as common as those of the 
passive techniques still these are considered to be most efficient image authentication methods and a lot of research has 
been done in this field. These active image authentication techniques are commonly classified into two categories: the 
first method uses a fragile watermark, which localizes and detects the modifications to the contents. While the rate of 
tamper detection is very high for these methods they cannot distinguish between the simple brightness, contrast 
adjustments and replacement or addition of scene elements. Increasing the gray scales of all pixels by one would show 
a big area of tampering by this method, even though the image content remains unchanged for all practical purposes. 
The second method uses a semi-fragile watermarking, that only detects the significant changes in the image while 
permitting content-preserving processing. The fragile watermark though has fine localization and protection properties 
but cannot differentiate forgeries such as addition or removal of parts of image, from the innocent image processing 
operations such as brightness or contrast adjustments. solves this problem through new hybrid image authentication 
watermarking scheme that combines both the fragile and a robust watermark. The hybrid watermark can be used to 
exactly locate alteration with distinguish forgeries from other innocent operations. 
 
2)  Passive Methods of Tamper Detection  
The passive methods are regarded as evolutionary developments in the area of tamper detection. In contrast to the 
active authentication techniques these methods neither require any prior information about the image nor necessitate the 
pre embedding of any watermark or digital signature into the image. The underlying assumption that is the basis of 
these schemes is, though the carefully performed digital forgeries do not leave any visual clue of alteration, they are 
bound to alter the statistical properties of the image. The passive techniques try to detect digital tampering in the 
absence the original photograph as well as without any pre inserted watermark just by studying the statistical variations 
of the images [14]. Researchers of passive detection techniques generally focus on two types of passive methods, the 
copy-move forgery detection or cloning and splicing. 
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2.1)   Cloning Detection 
  
To clone or copy and paste a part of the image to conceal an object or person is one of the most commonly used image 
manipulation techniques. When it is done with care, it becomes almost impossible to detect the clone visually and since 
the cloned region can be of any shape and size and can  
be located anywhere in the image, it is not computationally possible to make an exhaustive search of all sizes to all 
possible image locations. According to any Copy-Move forgery introduces a correlation between the original image 
segment and the pasted one which can be used as a basis for successful detection of this type of forgeries. Because the 
tampered image will likely be compressed and because of a probable use of the smoothing or other post processing 
operation, the segments may only match approximately not exactly. The authors give two different detection schemes: 
exact and robust matching those successfully detects duplicate regions in an image even when the images are post 
processed following a copy-paste. Methods based on blur movement invariants and DWT, SVD, PCA based sorted 
neighborhood approaches are suggested in for robust detection of cloned regions in an image.  
 
2.2)  Splicing Detection Techniques  
 
Digital splicing of two or more images into a single image is another commonly used image manipulation technique. 
When performed carefully, the borders between the spliced regions can be visually imperceptible. It is a popular way to 
distort the semantic content of an image so as to fool the viewer to misbelieve the truth behind a scene. Image splicing 
is a fundamental operation in image forgery and is characterized by simple cut-and-paste operation that takes a part of 
an image and puts it onto either the same or another image without performing any post-processing smoothing 
operation such as edge blurring, blending to it. By Image tampering, it generally means splicing followed by the post-
processing operations so as to make the manipulation imperceptible to human vision [15]. 
 
Protection using watermark algorithm 
 
The goal of this algorithm is to embed a watermark into original image to protect it against tampering [16]. The MSB 
bits 
 

 
of each pixel are kept unchanged while the LSB are used for watermark embedding. The image is first compressed 
using a source coding algorithm. In this embedding phase the original image is represented as 8 bit gray scale pixel 
values and this 8 bit is divided into 4 parts. MSB (which remains unchanged and used for hash generation and image 
reconstruction), check bits, source code bits and parity bits. The source coding algorithm used here is (SPIHT) Set 
Partitioning in Hierarchical Trees algorithm. By using this technique the extract an estimation of the original image by 
truncating its output in every desired rate. Hence it is a compression algorithm. Wavelet transform is employed in this 
algorithm, So that the sorting order from the encoder section can be made available even at the decoder section. The 
integrity of an image or protect it against malicious modifications. One common approach is to use the hash of the 
original image. The receiver declares the image as unaltered if the hash output is the same as the one transmitted from 
the original image. 
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STEPS IN SOURCE CODING SPIHT ALGORITHM:  
 
STEP 1: In the sorting pass, the List of Insignificant Pixel (LIP) is scanned to determine whether an entry is 
significance at the current threshold. If an entry is found to be significant, output a bit ‘1’ and another bit for the sign of 
the coefficient, which is marked by either ‘1’ for positive or ‘0’ for negative. Now the significant entry is moved to the 
list of significant pixel (LSP). If an entry in LIP is insignificant, a bit ‘0’ is output. 
STEP 2: Entries in List of Insignificant Set (LIS) are processed. When an entry is the set of all descendants of a 
coefficient, named ‘type A’, magnitude tests for all descendants of the current entry are carried out to decide whether 
they are significant or not. If the entry is found to be as significant, the direct offspring’s of the entry undergoes 
magnitude tests. If direct offspring is significant, it is moved into LIP; otherwise it is moved into LSP. If the entry is 
deemed to be insignificant, this spatial orientation tree rooted by the current entry was a zero-tree, so a bit ‘0’ is output 
and no further processing is needed.  

 
Finally, this entry is moved to the end of LIS as ‘type B’, which is the set of all descendants except for the immediate 
offspring of a coefficient. If the entry in LIS is type B, significance test is performed on the descendants of its direct 
offspring. If significance test is true, the spatial orientation tree with root of type B entry is split into four sub-trees that 
are rooted by the direct offspring and these direct offspring’s are added in the end of LIS as type A entries. The 
important thing in LIS sorting is that entire sets of insignificant coefficients, zero-trees, are represented with a single 
zero. The purpose behind defining spatial parent-children relationships is to increase the possibility of finding these 
zero-trees.  
STEP 3: Finally, refinement pass is used to output the refinement bits (nth bit) of the coefficients in LSP at current 
threshold. Before the algorithm proceeds to the next round, the current threshold is halved.  
 

III. CONCLUSION 
 

In this paper we have presented various aspects for digital watermarking techniques. Apart from it a brief and 
comparative analysis of watermarking techniques is presented with their advantages and disadvantages. In this paper 
we tried to give the complete information about the digital watermarking which will help the new researchers to get the 
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maximum knowledge in this domain. A general source-channel coding framework is proposed to solve the image 
tampering protection problem. The original image is compressed using an efficient source encoder (SPIHT), and the 
output bit stream is protected against tampering through RS channel codes. For each block, check bits are calculated 
and embedded. These bits are used to locate the tampered blocks. If the tampering rate is below a certain limit, the 
channel erasure decoder succeeds, and the compressed version of the original image is recovered. 
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