\
) "’ e-ISSN: 2319-8753 | p-ISSN: 2347-6710

International Journal of Innovative Research in
SCIENCE | ENGINEERING | TECHNOLOGY

INTERNATIONAL JUURNAI.
OF INNOVATIVE RESEARBH

IN SCIENCE | ENGINEERING | TECHNOLOGY

Volume 12, Issue 3, March 2023

‘ ‘INTERNATIONAL
STANDARD
.\ SERIAL Impact Factor: 8.423

NUMBER
INDIA

0 9940572 462 (O 6381907 438 = ijirset@gmail.com . WWW.ijirset.com



International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET)

r}-
ﬂj 5" |e-ISSN: 2319-8753, p-ISSN: 2347-6710] www.ijirset.com | Impact Factor: 8.423| A Monthly Peer Reviewed & Referred Journal |
/\ ! N

| Volume 12, Issue 3, March 2023 ||
| DOI:10.15680/I1JIRSET.2023.1203140 |

Smart-Home IoT Solutions: Educational Insights,
Industry Use Cases, and Emerging Innovations

Prof. Ranu Sahu, Prof. Jaya Choubey, Prof. Nirdesh Jain, Siddhant Singh Rajpoot,
Prince kumar Lodhi

Department of Computer Science and Engineering, Baderia Global Institute of Engineering & Management, Jabalpur,

Madhya Pradesh, India

ABSTRACT: This research explores the integration of smart-home IoT solutions in education, examining effective
teaching methodologies and practical applications. It analyzes current industry use cases, highlighting advancements in
energy efficiency, security, and convenience. Additionally, it investigates emerging innovations such as Al, machine
learning, and 5G, providing recommendations for enhancing both academic curricula and industrial practices.
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I. INTRODUCTION

The proliferation of Internet of Things (IoT) technology has revolutionized the concept of smart homes, offering
enhanced convenience, energy efficiency, and security. This research focuses on the intersection of smart-home IoT
solutions from an educational and industrial perspective. It aims to explore effective pedagogical strategies for
integrating IoT technologies into computer science and engineering curricula, providing students with hands-on
experience and real-world applications. By analyzing current industry use cases, the research highlights how leading
companies are leveraging IoT to develop innovative smart-home solutions. Additionally, the study delves into
emerging technological advancements such as artificial intelligence (AI), machine learning, and 5G connectivity, which
are driving the evolution of smart-home systems. The goal is to bridge the gap between academic learning and industry
practices, ensuring that students are equipped with the knowledge and skills needed to thrive in the rapidly evolving
IoT landscape while offering insights to industry professionals for future developments.

II. THE INTERNET OF THINGS (I0T)

The Internet of Things (IoT) is an advanced technology aimed at providing comprehensive solutions to engineering
challenges. IoT integrates information and communication technologies with specific applications. Regardless of the
application, IoT typically involves various sensing instruments, including nano- and micro-sized electro-mechanical
devices. These instruments collect data, which is then transmitted to the cloud via the internet using wireless
technologies. This process enables users to understand various parameters and their impacts, allowing them to make
informed decisions that enhance system operations [3]. Fig. 1 illustrates the schematic view of IoT technology in
transportation and its functionality.
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II1. IOT IN SMART HOMES

The Internet of Things (IoT) has emerged from the need to connect, communicate, and interact with various "things" in
diverse environments such as homes, factories, vehicles, and even space. Known by several terms including Web of
Things (WoT), Industrial Internet of Things (IloT), Internet of Everything (IoE), and often encompassed under Industry
4.0, IoT is fundamentally about connecting devices to the internet. According to Intel, IoT involves "devices that are
connecting to the internet, integrating greater compute capabilities, and using data analytics to extract valuable
information." In March 2017, China launched the strategic "Made in China 2025" program to advance Industry 4.0
technologies. IoT relies on smart devices connected to each other, sharing data, and interacting to achieve predefined
goals with a degree of autonomy. However, the essential data sharing necessitates robust security measures, a concern
heightened by incidents like the global Winery ransom ware attack. IoT is rapidly transforming homes with
interconnected devices that enhance service quality and security for people and property.

Developmental issues related to IoT are schematically presented in Fig. 1.
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Fig. 1. Key Aspects of Evolving IoT,
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This figure highlights the primary elements of an evolving IoT, emphasizing holistic design and implementation. It
covers aspects such as transmission, reception, energy availability, reliability, and security. From a pedagogical and
Interaction Design perspective, the integration of this system commonly involves open hardware and software.

In smart homes, IoT consists of interconnected and potentially autonomous devices that interact with each other and
with authorized individuals. This includes home appliances, entertainment systems, security features, and personal
vehicles. Tech giants like Microsoft, Google, and Intel envision fully integrated smart homes evolving into smart cities
and ultimately a smart world. Achieving this level of interconnectedness and smart functionality is contingent on
foolproof security measures, as illustrated in Fig. 2.

g hé lOT
\ ‘ﬁSmart home =~ | |

CoT

_, Smart city
Fig. 2. Ubiquitous smart systems encompassing many stages of

integration of loT with other services and users including data from all IoTs in
the Cloud of Things (CoT) available for the users

IV. OVERVIEW

Home automation has gone through different stages of developments, with wired communication and control of devices
in the 1970’s based on X10, wireless and wired systems as shown in Table 1, inclusion of robots and humanoids with
more and more applications using artificial intelligence techniques such as deep learning. This section deals with DMM
and some software approaches as used in a pedagogical context.

A. Arduino

Arduino is an open-source prototyping platform consisting of several microcontroller boards, [3]. For programming
these microcontroller boards, the user can download the free Arduino IDE (Integrated Development Environment). Due
to the low price of different versions of Arduino boards and ease of handling and programming them, designers,
members of the academia and manufacturers of popular Al items such as remote controlled vehicles and drones
increasingly use them. Recently, there have been reports on various high-tech Arduino projects such as Laser Harp,
Open Source GameBoy, Autonomous Robot etc. involving a plethora of sensors, shields and actuators, with a large
community support and available information on the internet makes Arduino suitable for many applications. In addition
to the original Arduino boards, several third party clones can be bought from a variety of vendors. In 2015 Arduino
launched the Genuino as the official name for Arduinos sold outside the US. Essentially working with Arduino
involves using the Arduino hardware proper in a straightforward programming environment with close interaction with
the community involving a certain philosophy of design and realization of goals. With the launch of Arduino, the
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concepts of open hardware and software have dominated the interaction designers who participate in gatherings with
their prototypes and urge the community to push the frontier even further.

B. A brief note on Raspberry Pi

Raspberry Pi is a small, low-cost single board computer (SBC) series developed by the UK based Raspberry Pi
Foundation. The Raspberry Pi computers offers high performance compared with microcontroller boards like the
Arduino Uno. Today, the most advanced model is the Raspberry Pi 3 Model B. This model offers a 1.2 GHz 64-bit
quad-core ARM processor, 1| GB RAM and 40 GPIO pins. A microSDHC card is used for data storage. The SBC has 4
USB slots, HDMI port, Wireless LAN, Bluetooth Low Energy and an Ethernet port, [4]. Several operating systems are
available for the Raspberry Pi 3, with Raspbian (based on the Debian Linux distribution) as the default alternative.
Raspbian comes with a variety of preinstalled tools, e.g. Python, a free version of Wolfram Mathematica and the Java
development environments Greenfoot and BlueJ, [5]

Smart Home Example
This section gives some key concepts involved in a system with Arduino and Raspberry Pi.
Components and Concepts of a DMM in Smart Homes

Figures 3 and 4 illustrate the essential components and concepts of a Data Management Module (DMM) crucial for any
smart home.

Components:

e Sensor Nodes: Collect data from various sensors within the smart home, including those for home entertainment,
HVAC systems, lighting control, presence detection, robotics, security, and home appliances like refrigerators,
washing machines, and smart kettles.

e Arduino and Raspberry Pi: Serve as sensor nodes in the configurations shown in Figures 3 and 4.

e Data Hub: Collects data from different sensor nodes within a designated surveillance area, in this case, the smart
home.

e After collecting and logging diverse sensor data, the DMM hands over the data to dedicated software and services,
typically including:

o Database: Acts as a repository for sensor data.

Data Cloud Service: Acquires data from multiple areas in the cloud, communicating via HTTP and REST APIs

(see Table 1).

Data Management Software: Configures data points, logging rates, events, and actions.

Data Logging Software: Manages sensor data within a sensor node.

Data Monitoring Software: Monitors and handles alarms and events based on inputs from multiple sensor nodes.

As shown in Figure 3, a REST API is created and used for data logging from devices such as Arduino and

Raspberry Pi.
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Occupant-Influenced Measurements and Al Applications
Indoor measurements like temperature and CO: concentrations are influenced by the presence of occupants. Al models
and physical models, known as soft sensors, can determine the number of people in a room or multiple rooms. Some
applications utilize data analytics, also known as big data, to extract valuable insights about the number and movement
of people within buildings. An example of this innovation is emerging companies developing solutions to analyze
customer mobility and purchase behavior, as illustrated in Fig. 5.
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Fig. 5. Customer count from existing cameras in a retail store, Courtesy Link
An example of using soft sensing

V.SECURITY ASPECTS USING ARDUINO AND RASPBERRY PI

Low-level programming must address computer security concerns, paying close attention to the design of the operating
system within embedded systems. The Raspberry Pi is particularly useful for enabling embedded systems in
combination with Arduino. System security can be jeopardized by unexpected software behavior, where malicious code
might run alongside legitimate user code. Hackers frequently exploit system-level vulnerabilities to conceal their
attacks, with rootkits penetrating the operating system to gain full control over the system.

A.Sensor data broadcasting using Plotly

There are various ways of accessing sensor data and processing them. To address security aspects with transmission
and reception of sensor data, the application called Plotly is used. Plotly, (URL address: plot.ly) is a tool for online data
analytics and visualization capable of handling programming languages like MATLAB, Arduino, Python, R etc.

B. Security aspects and penetration tests

When the sensors are connected to the Arduino with wires, remote attack is not possible, as the Arduino transfers the
sensor data via wires to the Raspberry Pi. When the web server is on the Raspberry Pi, the transmission and reception
of data are done locally. When the sensor data is sent to a plot.ly server using TCP, without any encryption, this data
can be captured with a “sniffer” like Wireshark placed between the Raspberry Pi and plot.ly. When the transmission of
sensor data and the data processed by plot.ly are sent with https, we have some security. Higher security is achieved in
plot.ly with so called “behind-the-firewall” security, which is subscription based facility.

Fig. 6 The system with sensors and data feed to plotly, [6].
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VI. SMART HOME MODELING AND CONTROL

In the final phase of the pedagogical initiative, miniature homes were constructed to model smart home systems and
manage parameters like temperature and humidity. Inspired by the Smart Tiny House concept used for testing smart
home appliances, these models are built to a 1:10 scale, as shown in Fig. 7. Approximately 30 students were divided
into five groups to address specific engineering challenges related to smart home technologies. The tasks included:
Group A - Heating Pool; Group B - Heating Room; Group C - Light Regulation; Group D - Photovoltaics; Group E -
Communication between Arduino and Mobile Phone; and Group F - Optical Movement Recognition. The project
focused on heating both the swimming pool and the floor using the miniature house, depicted in Fig. 7. The scale of the
house used in this project-based learning program is illustrated in Fig. 8.

Fig. 8 . Windows used in the miniature houses of the PBL projects

VII. CONCLUSION

This research highlights the integration of smart-home IoT solutions in educational contexts, emphasizing the
importance of effective pedagogical methods and practical applications. By examining current industry use cases and
technological advancements, the study underscores the transformative impact of IoT on enhancing energy efficiency,
security, and convenience in smart homes. Emerging innovations such as Al, machine learning, and 5G connectivity
are driving this evolution, offering new opportunities for both academic and industrial advancements.
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The research emphasizes the need to bridge the gap between theoretical learning and real-world applications, ensuring
that students gain hands-on experience with smart-home technologies. The use of miniature home models in
educational settings, for instance, allows students to explore and control key parameters like temperature and humidity,
fostering a deeper understanding of smart-home systems.

Furthermore, the study provides insights into the practical aspects of implementing and securing IoT solutions,
including challenges related to data security and system vulnerabilities. By offering recommendations for curriculum
enhancement and industry practices, the research aims to prepare students and professionals for future developments in
the rapidly evolving field of smart-home technologies.

REFERENCES

1. Ramazan Erturgut, Increasing demand for logistics technician in business world and rising trend of logistics

programs in higher vocational schools: Turkey case, In Procedia - Social and Behavioral Sciences, Vol. 15, 2011,

pp- 2776-2780. https://doi.org/10.1016/j.sbspro.2011.04.187.

https://newsroom.intel.com/press-kits/intel-and-the-internetof-things-2/, accessed on 22.05.2017

http://www.chinadaily.com.cn/business/tech/2015- 04/02/content_19980929.htm, accessed on 22.05.2017

https://www.arduino.cc/en/Guide/Introduction , accessed on 22.05.2017

https://www.raspberrypi.org/products/raspberry-pi-3-modelb/, accessed on 22.05.2017

https://www.raspberrypi.org/files/about/RaspberryPiFoundati onReview2016.pdf, accessed on 22.05.2017

L. le Gac, The Connected Ship — Sensors and Data Security, Internship Report, in partial fulfilment of the

requirements of the " Licence Professionnelle Réseaux Sans Fil et Sécurité" program Institut Universitaire de

Technologie — Université Grenoble 1 & University of Southeastern Norway & , June 2016

8. Intel, Introducing the Intel Smart ‘Tiny House’: Exploring Smart Home Technology in 210 Square Feet, Nov. 2,
2015

9. A.F. Robertson and D. Gross, “An Electrical-Analog Method for Transient Heat-Flow”, Journal of Research of the
National Bureau of Standards Vol. 61, No.2, August 1958 Research Paper 2892

10. R. Wu, H. Wang, K. Ma, P. Ghimire, F. lannuzzo, and F. Blaabjerg, “A temperature-dependent thermal model of
IGBT modules suitable for circuit-level simulations," in Proc. IEEE Energy Convers. Congr. and Expo., 2014, pp.
2901-2908.

11. Yung-yu Tseng, The Role of Transportation in Logistics, Masters Thesis, University of South Australia, School of
Natural and Built Environments, Transport Systems Centre, 2004.

12. L. Atzori, A. lera, G. Morabito. The internet of things: A survey. Computer Networks, vol. 54, no. 15, pp. 2787—
2805,2010.

13. Intel, olution Blueprint Internet of Things, Building an Intelligent Transportation System with the Internet of
Things (IoT) http://www.intel.com/iot.

14. Redhat, Tchnology Overview, Smart transportation applications in the Internet of Things,
https://www.redhat.com/en/resources/transportation-internet-things

15. A. Menychtas, D. Kyriazis, G. Kousiouris and T. Varvarigou, "An IoT enabled point system for end-to-end multi-
modal transportation optimization," 2013 5th IEEE International Conference on Broadband Network &
Multimedia Technology, Guilin, 2013, pp. 201-205. doi: 10.1109/ICBNMT.2013.6823942

16. A. G. Leal, A. Santiago, M. Y. Miyake, M. K. Noda, M. J. Pereira and L. Avanco, "Integrated environment for
testing IoT and RFID technologies applied on intelligent transportation system in Brazilian scenarios," 2014 IEEE
Brasil RFID, Sao Paulo, 2014, pp. 22-24. doi: 10.1109/BrasilRFID.2014.7128956

17. L. F. Herrera-Quintero, K. Banse, J. Vega-Alfonso and A. Venegas- Sanchez, "Smart ITS sensor for the
transportation planning using the IoT and Bigdata approaches to produce ITS cloud services," 2016 8th Euro
American Conference on Telematics and Information Systems (EATIS), Cartagena, 2016, pp. 1-7. doi:
10.1109/EATIS.2016.7520096

18. S. H. Sutar, R. Koul and R. Suryavanshi, "Integration of Smart Phone and IOT for development of smart public
transportation system," 2016 International Conference on Internet of Things and Applications (IOTA), Pune, 2016,
pp. 73-78. doi: 10.1109/I0TA.2016.7562698

19. A. Weis, M. Strandskov, K. Yelamarthi, M. S. Aman and A. Abdelgawad, "Rapid deployment of IoT enabled
system for automobile fuel range and gas price location," 2017 IEEE International Conference on Electro
Information Technology (EIT), Lincoln, NE, USA, 2017, pp. 452-455. doi: 10.1109/EIT.2017.8053404

NNk we

IJIRSET©2023 | AnISO 9001:2008 Certified Journal | 2652


http://www.ijirset.com/
https://doi.org/10.1016/j.sbspro.2011.04.187
https://www.redhat.com/en/resources/transportation-

International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET)

"'1 L)
ﬂj Eﬁg |e-ISSN: 2319-8753, p-ISSN: 2347-6710] www.ijirset.com | Impact Factor: 8.423| A Monthly Peer Reviewed & Referred Journal |
A Y,

| Volume 12, Issue 3, March 2023 ||
| DOI:10.15680/1JIRSET.2023.1203140 |

20. A. Al-Dweik, R. Muresan, M. Mayhew and M. Lieberman, "loT-based multifunctional Scalable real-time
Enhanced Road Side Unit for ntelligent Transportation Systems," 2017 IEEE 30th Canadian Conference on
Electrical and Computer Engineering (CCECE), Windsor, ON, 2017, pp. 1-6. doi: 10.1109/CCECE.2017.7946618

21. D. Puiu, S. Bischof, B. Serbanescu, S. Nechifor, J. Parreira and H. Schreiner, "A public transportation journey
planner enabled by IoT data analytics," 2017 20th Conference on Innovations in Clouds, Internet and Networks
(ICIN), Paris, 2017, pp. 355-359. doi: 10.1109/ICIN.2017.7899440

IJIRSET©2023 | AnISO 9001:2008 Certified Journal | 2653


http://www.ijirset.com/

INTERNATIONAL 9»‘

INNO@SPACE d ' STANDARD b pil 3
- SERIAL wisr 0
SIF Scientific Journal lmpact ¥ P 3 \
P wd sref NUMBER &%}r Ty

Cross . frabaz

Impact Factor: 8.118 INDIA

INTERNATIONAL JOURNAL
OF INNOVATIVE RESEARCH

IN SCIENCE | ENGINEERING | TECHNOLOGY

NISCAIR

[ 9340 572 462 (&) 6381 907 438 [ ijirset@gmail.com [ T

www.ijirset.com



	Fig. 1. Key Aspects of Evolving IoT,
	This figure highlights the primary elements of an evolving IoT, emphasizing holistic design and implementation. It covers aspects such as transmission, reception, energy availability, reliability, and security. From a pedagogical and Interaction Desig...
	In smart homes, IoT consists of interconnected and potentially autonomous devices that interact with each other and with authorized individuals. This includes home appliances, entertainment systems, security features, and personal vehicles. Tech giant...
	IV. OVERVIEW
	Home automation has gone through different stages of developments, with wired communication and control of devices in the 1970’s based on X10, wireless and wired systems as shown in Table 1, inclusion of robots and humanoids with more and more applica...
	A. Arduino
	Arduino is an open-source prototyping platform consisting of several microcontroller boards, [3]. For programming these microcontroller boards, the user can download the free Arduino IDE (Integrated Development Environment). Due to the low price of di...
	B. A brief note on Raspberry Pi
	Raspberry Pi is a small, low-cost single board computer (SBC) series developed by the UK based Raspberry Pi Foundation. The Raspberry Pi computers offers high performance compared with microcontroller boards like the Arduino Uno. Today, the most advan...
	.
	Smart Home Example
	This section gives some key concepts involved in a system with Arduino and Raspberry Pi.
	Components and Concepts of a DMM in Smart Homes
	Components:

	Indoor measurements like temperature and CO₂ concentrations are influenced by the presence of occupants. AI models and physical models, known as soft sensors, can determine the number of people in a room or multiple rooms. Some applications utilize da...
	V. SECURITY ASPECTS USING ARDUINO AND RASPBERRY PI

