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ABSTRACT: The Internet of Things (IoT) is an extensive and rapidly growing technology. Due to its networked
nature and rapid implementation in various fields, security and privacy are considered as primary challenges. Due to
various security vulnerabilities, IoT based infrastructure is prone to numerous security threats which in return affect
infrastructure on a wider scale. Users can communicate and use [oT devices via cloud component. This paper presents,
Analysis of data security and privacy in Cloud based Internet of Things Network. It emphasizes the collection of
(security) data from different elements of IoT systems, including individual devices and smart objects. This analysis is
an extensible approach to modeling security data from a variety of [oT systems and devices. When communicating with
cloud service, proper device access control is required. This approach enables the instantiation and deployment of
security and privacy data collection systems over complex IoT networks. This analysis represents a way to authenticate
both the IoT device and the user through a cloud system. Confidentiality, Integrity, Availability and Privacy
percentages are defined parameters for performance analysis. Finally, we evaluated described model achieves high
Confidentiality, Integrity, Availability which declares the security of model and privacy than normal IoT network.

KEYWORDS: Internet of Things (IoT), Cloud service, Cloud Storage, access control, Security and Privacy.
1. INTRODUCTION

IoT is an interconnection of everyday objects in a network, which are usually equipped with tremendous intelligence
level. IoT has increased the usage of Internet gigantically by integrating every object for interaction through embedded
systems, which leads to a highly dispersed network of devices communicating with human beings as well as electronic
devices which support internet [1]. IoT is a promising phenomenon which will improve the quality of our lives. In the
recent past, [oT has been the center of attraction of researchers and practitioners from all over the world [2]. IoT is a
device which is capable of capturing data, storing and processing it. It can also visualize services, monitor and manage
various devices [3].

IoT (Internet of Things) deployers are confronted with pressing security challenges, including more vulnerabilities and
security attacks. The latter require new and more intelligent approaches to IoT security, notably approaches that are
able to tackle complex, unpredictable and sometimes asymmetric attacks at scale [4]. There is a need of an advanced
prototype for security, which considers the security issues from a holistic perspective comprising the advanced users
and their inter communication with this technology [5]. Internet is primary of IoT hence there can be security loophole.
Inter communication paradigms are developed based on sensing programming for IoT applications, evolving an
intercommunication stack to develop the required efficiency and reliability. Securing intercommunication is a crucial
issue for all the paradigms that are developing based on sensing programming for loT applications [6].

IoT devices Security issues should be discussed from the manufacturing to IoT technology implementation Three
components need to be addressed as IoT security concerns; Networks, applications and IoT devices [7]. For instance,
because of incorrect configuration or vulnerabilities, IoT devices may be compromised. Security challenges need to be
addressed strategically to find effective solutions [8]. Security in the IoT system should be built in. IoT devices are
made unfortunately without focus on security concerns. In IoT, privacy is one of the primitive considerations for the
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protection of information of individuals from exposure in the IoT environment, in which almost any physical or logical
entity has been assigned a unique identifier and the ability to communicate autonomously over the Internet or similar
network [9].

Based on various studies, these security risks were not considered as one of the primary concerns of many vendors and
were not handled appropriately [10]. A Few of the major developments to solve these security issues are encryption
mechanism or cryptography, authentication mechanism and access control technology [11]. Low-end IoT devices are
incapable of performing heavier, conventional cryptographic algorithms due to their constrained resources [12]. A large
quantity of IoT devices adopta wireless as a means to communicate, which is open to eavesdropping and jamming [13].

This paper presents Analysis of data security and privacy in Cloud based Internet of Things Network. It emphasizes the
collection of (security) data from different elements of IoT systems, including individual devices and smart objects.
The overall analysis provides the means for end-to-end security and privacy monitoring of an IoT network, including
protection for all functional blocks and end points that it comprises. To this end, this analysis provide the means for
identifying and anticipating attacks on internet-connected devices, including smart objects with dynamic behaviour.

The rest of the paper is organized as follows: Section II discussed some related literature survey, Section III presents
Analysis of data security and privacy in Cloud based IoT Network. Section IV presents result analysis and finally paper
concluded with Section V.

II. LITERATURE SURVEY

In [14] pointed out that some old techniques are no longer useful such as Snort, and other intrusion detection
algorithms. Because IoT is somewhat different than conventional networks, modern tactics must be adopted to secure
these widespread open architectures. In [15] propose the on-demand security configuration technique that we can
configure required security functions and reorganize them without recreating device image. he advent of IoT which has
vast amount of connected devices enables us to monitor and control of real world and changes our daily lifestyle never
available before. With such a massive amount of devices, if we don't set and organize security features on them
properly, we will face inexperienced challenges on security issues. With the help of this approach, if there is a change
on this security service, we can substitute the old modules for new ones without regenerating device image.

In [16] enables the trust evaluation of cloud services in order to ensure the security of the cloud-based IoT context via
integrating security- and reputation-based trust assessment methods. The security-based trust assessment method
employs the cloud-specific security metrics to evaluate the security of a cloud service. The experiments conducted
using a synthesized dataset of security metrics and a real-world web service dataset show that our proposed trust
assessment framework can efficiently and effectively assess the trustworthiness of a cloud service while outperforming
other trust assessment methods.

In [17] presents dynamic defense architecture for the security of IoT. It is made up of six security defense segments
which include active defense, threat detection, security warning, security response, security recovery and defense
assessment. The whole procedure of security defense repeats all along. The next segment provides supplements to the
previous segment. lIoT security threats are dealt with dynamically. According to operation results of all defense
segments, the security situation of IoT is assessed, and then defense strategies for IoT are updated to make the proposed
architecture adapt to the [oT environment.

In [18], we construct a new Ciphertext-policy attribute-based encryption (CP-ABE)-based storage model for data
storing and secure access in a cloud for IoT applications. Our new framework introduces an attribute authority
management (AAM) module in the cloud storage system functioned as an agent that provides a user-friendly access
control and highly reduces the storage overhead of public keys. The analysis and simulation results demonstrate that
our SEM-ACSIT scheme achieves powerful security with less computational overhead and lower storage costs than the
existing schemes.
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In [19] introduces a multi-hop routing protocol that enables secured IoT devices' communication. The routing protocol
enables the IoT devices to authenticate before forming a new network or joining an existing network. The proposed
routing protocol embeds the multi-layer parameters into the routing algorithm, thus combining the authentication and
routing processes without incurring significant overheads. The multi-layer parameters include a unique User-
Controllable Identification, users' pre-agreed application(s), and a list of permitted devices, thus saving resources by
maintaining smaller routing information. Experimental and field tests were conducted with results showing that our
secure multi-hop routing is suitable to be deployed for IoT communication.

In [20] address the conflict in the collection, use, and management of Big Data at the intersection of security and
privacy requirements and the demand of innovative uses of the data. This problem is exaggerated in the context of the
Internet of Things (IoT). By identifying these distinct objectives for the design of IoT Big Data management, we
propose that more effective design and control is possible at the intersection of these forces, through an iterative
process of review and redesign.

In [21], the four layers of IoT are application, access gateway, internet, and the edge technology layer. These four
layers make up the open network of IoT. However, others break down the layers into three, the internet, application,
and perception layer. For this research, we consider the three-layered IoT architecture layout.

In [22] propose a new secure data search and sharing scheme for Cloud-edge-collaborative storage (CECS). Our
scheme improves the existing secure CECS scheme in the following two ways. First, it enables users to generate a
public-and-private key pair and manage private keys by themselves. Second, it uses searchable public-key encryption to
achieve more secure, efficient, and flexible data searching. In terms of performance, the experimental results show that
our scheme significantly reduces users' computing costs by delegating most of the cryptographic operations to edge
servers. Especially, our scheme reduces the computing and communication overhead for generating a search trapdoor
compared with the existing secure CECS scheme.

In [23] present a recommendation tool that models IoMT concepts and security issues in addition to successively
recommending security measures. The presented tool utilizes semantically enriched ontology to model the IoMT
components, security issues, and measures. We have experimented the proposed tool with respect to the completeness
and effectiveness of its output (i.e., security issues and recommended security measures). The results show that the tool
was effectively able to recommend necessary security measures.

In [24] propose and analyze a 3-tier cloud-cloudlet-device hierarchical trust-based service management protocol called
IoT-HiTrust for large-scale mobile cloud Internet of Things (IoT) systems. The results demonstrate that IoT-HiTrust
outperforms contemporary distributed and centralized trust-based IoT service management protocols in selecting
trustworthy nodes to maximize application performance, while achieving scalability.

In [25] propose an innovative security testbed framework targeted at IoT devices. The security testbed is aimed at
testing all types of IoT devices, with different software/hardware configurations, by performing standard and advanced
security testing. The testbed operation is demonstrated on different IoT devices using several specific IoT testing
scenarios. The results obtained demonstrate that the testbed is effective at detecting vulnerabilities and compromised
IoT devices.

IT1. DATA SECURITY AND PRIVACY IN CLOUD BASED IOT NETWORK

The block diagram of Analysis of data security and privacy in Cloud based Internet of Things Network is represented in
below Figure 1.
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Intelligent data collection

¢

Security Intelligence layer

¢

Cloud Security services

¢

Communication between Cloud and IoT devices

¢

Access control

¢

Cloud storage

¢

Local IoT devices

Figure 1. Block diagram of Data Security and Privacy in Cloud Based IoT Network

Various elements of [oT systems can act as sources of security information. The elements may be deployed on different
IoT platforms and span multiple administrative domains. Data collection is in charge of interacting with the field for
two purposes: (i) collecting security related data from the above-listed elements through various probes, and (ii) driving
security related automation and actuation tasks such as the configuration of the security properties of IoT systems.

Security Intelligence layer analyses the collected data in order to identify security-related events and indicators in the
form of incidents, threats and attacks. It is characterized as an “intelligence” layer, because it is the place where
intelligent reasoning over the security context takes place by means of data analytics techniques. Security management
agents provide the means for interacting with field IoT systems and devices for the purpose of implementing
automation and actuation functions related to security.

Cloud security service layer comprises security as a service that are provided by the Secure IoT network platform,
including Risk Assessment (RA) services, Compliance Auditing (CA) services and Developer Support (DS) services.
This layer implements also other services that are based on the data processing outcomes of the Security Intelligence
layer, such as alerting and visualization services.

IoT devices communicate directly with the cloud, the cloud itself should be properly protected. Communication
between loT devices and cloud should therefore be secured and authentic. When communicating with cloud service,
proper device authentication is required. When devices and cloud use a weak form of authentication, the device identity
could be used by a third party. Without a strong encryption process in place, the intruder will be able to obtain access to
sensitive data during communication with the cloud. There should be a protection against man in the middle attack that
can also intercept the IoT traffic. There should also be a protection against playback attack, which can cause an
unauthorized action against cloud services or device. These problems can be mitigated by using strong authentication
mechanism with cloud to protect against misidentification of device. Strong encryption can protect data from
unauthorized access during the communication.
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Local cloud storage refers to a local data store that provides persistence for the information. It is characterized as
“edge” or “local” data store as it is meant to store information close to the field and is distinguished from information
that is stored at the cloud level. Local storage of security data can facilitate security intelligence. Note that the analysis
of information at the local storage, may involve different types of analytics, but typically involves streaming analytics.

IoT systems consist of IoT devices connected through a network. Many local devices are available in markets
depending on the usage such as security alarms, smart thermostats, smart locks, smart [P cameras, smart energy
management devices, smart electricity meters, smart home appliances, smart health sensors, voice detectors and many
more. These devices are connected to the backend servers or cloud service providers; data from these smart devices is
collected and stored over the cloud. Therefore, users can access these devices directly or through the cloud.

The analysis of IoT security can provide good understanding for network operations. Another aspect in IoT security is
that most IoT devices come in such conditions that no one can add security features. Therefore, security should come
with IoT device as a built-in feature. IoT devices should also execute secured signed code authorized to run on devices,
while being secured during run time. It is important to ensure that malicious attacks do not overwrites the code that
should not be tampered with after being signed.

IV. RESULT ANALYSIS

This section presents the performance of described Cloud based IoT network model in terms of performance
parameters as Security and Privacy. The conventional IT (Information Technology) security requirements need to be
addressed by any security design, mainly known as the CIA (Confidentiality, Integrity and Availability) triad. A secure
system is one that satisfies all the above requirements, while any action that poses threats to one or more of the
requirements constitutes a security attack. The Cloud based IoT network Model is a specification of the different types
of data that are collected, streamed, stored and processed by the IoT network platform. The purpose of the Data Model
is to provide a common specification to all parts of the Cloud based IoT network platform for the different types of data
that may be exchanged between them.

1) Confidentiality involves implementing some set of controls that restrict unauthorized access to some information,
ensuring access rights and other privileges over data are obtainable only to users with valid permission throughout a
process.

2) Integrity entails ensuring the accuracy, correctness and validity of data at the source, through communication
networks and destination by protecting the data from tampering or modification by unauthorized persons.

3) Availability is making data and all other system resources or services readily obtainable by authorized users, services
or applications whenever requested. This is particularly important in IoT since a number of services occur in real-time.
4) Privacy on the other hand typically involves the protection of personal data against unauthorized access.

Below Table 1 shows the Comparative performance analysis of described Cloud based Internet of Things Network and
normal IoT network in terms of Confidentiality, Integrity, Availability and Security. Figure 2 denotes the
Confidentiality parameter Comparative analysis between described Cloud based IoT Network and normal IoT network.
It is clear that, Confidentiality of Cloud based IoT network is high compared to normal IoT network. In this X-axis
denotes network models and Y-axis denoted Percentage value.
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Table 1. Comparative performance analysis

Parameters Cloud based Normal IoT
IoT network network
Confidentiality 98 81
(%)
Integrity (%) 98 82
Availability 97 83
(%)
Privacy (%) 97.5 80
Confidentiality
120

100 -

Percentage
o)
[= el
1 1

\)
o O
|

Cloud based IoT Normal IoT
network network

Network models

Figure 2. Confidentiality parameter Comparative analysis

Figure 3. Shows the graphical representation of performance of two networks in terms of Integrity, In which X-axis
denotes network models and Y-axis denoted Percentage value. Integrity parameter percentage value is high for Cloud
based IoT network compared to normal IoT. Graphical representation of Availability parameter for Cloud based IoT
network compared to normal IoT is described in below Figure 4, and it states that, percentage Availability parameter is
high for Cloud based IoT network. Y-axis denoted Percentage and X-axis denotes network models.

Integrity

Percentage
2223
|
.'|
L]
||
[
[
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Cloud Normal IoT
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Figure 3. Integrity parameter Comparative analysis
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Figure 4. Comparative analysis for Availability parameter
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Figure 5. Comparative analysis for Privacy parameter

Comparative graphical representation of Privacy parameter for two networks in terms of Privacy parameter is
represented in above Figure 5. In this Graph, Y-axis denoted Percentage and X-axis denotes network models. From
graph it is clear that, Privacy of described model is high for Cloud based IoT network.

From overall results it is clear that, Analysis of data security and privacy in Cloud based Internet of Things Network is
efficiently described the data security and privacy. Achieved values for described Cloud based IoT network are
Confidentiality as 98%, Integrity as 98%, Availability as 97% and Privacy as 97.5%.

V. CONCLUSION

In this paper, Analysis of data security and privacy in Cloud based Internet of Things Network is represented. Security
framework helps in understanding and minimizing security threats of IoT system. Described model emphasizes the
collection of (security) data from different elements of IoT systems, including individual devices and smart objects.
This analysis is an extensible approach to modeling security data from a variety of IoT systems and devices. Security
Intelligence layer analyses the collected data in order to identify security-related events and indicators in the form of
incidents, threats and attacks. This analysis represents a way to authenticate both the IoT device and the user through a
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cloud system. Finally, we evaluated described Cloud based IoT network model achieves high Confidentiality, Integrity,
Availability which declares the security of model and privacy than normal IoT network. Achieved values for described
Cloud based IoT network are Confidentiality as 98%, Integrity as 98%, Availability as 97% and Privacy as 97.5%.
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