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ABSTRACT: The increasing prevalence of online video streaming in people's daily entertainment habits has brought 

about a heightened focus on safeguarding copyright and combating piracy within real-time video streaming systems. In 

response to this pressing concern, a groundbreaking research initiative has introduced a cutting-edge multi-key and 

hybrid cryptography methodology to enhance security measures. This innovative approach involves the utilization of 

continuous systems based on Elliptic Curve Cryptography as pseudorandom encryption key generators for the 

encryption and decryption of video content. By generating multiple keys to encrypt and decrypt small segments of 

video files dynamically based on the video data, this method ensures robust protection against unauthorized access. The 

software implementation of this encryption and decryption process has been successfully carried out on the Android 

platform, with dedicated applications developed for both senders and recipients to facilitate seamless video streaming. 

Through rigorous testing on various devices and streaming scenarios, the proposed system has demonstrated 

exceptional performance and security capabilities, underscoring its effectiveness in safeguarding valuable video 

content. 
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I. INTRODUCTION 

 

Real-time media streaming has become increasingly common due to the rapid advancements in Internet infrastructure 

and the technologies that drive these developments. Streaming media involves the continuous delivery of audio or 

video data over the Internet, allowing users to access content before it is fully downloaded. The popularity of video 

conferencing, web-based TV services, e-learning, telemedicine, and platforms like YouTube and Netflix offering live 

streaming has led to a significant increase in Internet traffic sharing. 

 

With the rise of Over-The-Top (OTT) services and similar applications, concerns regarding security and privacy have 

become more pronounced. Illegal sharing of media content and pirated videos pose risks to sensitive data, particularly 

in fields like telemedicine and real-time video streaming. Various security measures, such as forensic watermarking, 

trusted compute environments, and encryption, are employed to protect content. 

 

As technology evolves and embedded devices become more prevalent for content consumption, new content protection 

strategies that rely less on hardware are needed. Authentication, encryption, and key management are key challenges in 

ensuring secure video communication. Cryptography techniques, including symmetric and asymmetric key 

cryptography, play a crucial role in enhancing security in multimedia communication. 

 

While symmetric key cryptography, such as the Advanced Encryption Standard (AES), is commonly used, challenges 

in key management persist, especially in decentralized networks. Asymmetric cryptography methods like RSA and 

Elliptic Curve Cryptography (ECC) are gaining popularity for overcoming these challenges and providing higher 

security for video content streamed over the Internet. 

 

In video streaming applications, encryption methods using asymmetric key cryptography can offer enhanced security 

by generating separate keys for each chunk of video data. This approach, combined with automatic key generation 

techniques, aims to provide dynamic and robust security for video streaming applications. The use of RSA and ECC 
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methods, along with multi-key techniques and automatic key generation, contributes to the overall security of video 

communication. 

 

The conclusion highlights the importance of leveraging advanced cryptography techniques to address the security 

challenges in video communication effectively. 

             
II. RELATED WORK 

 
Zia et al. [20] introduced a novel method based on chaos theory for generating pseudorandom numbers that can 

enhance cryptographic techniques. This approach aids in the automatic generation of random numbers.  

 

Kezia and Sudha [21] developed a video encryption scheme utilizing chaotic maps, where the video sequence is 

encrypted by splitting it into frames and further into macro-blocks for larger frames.  

 

Khan et al. [22] proposed an ECC-based authentication and encryption technique for IoT applications, focusing on 

analyzing computational costs and processing delays. Imam et al. [23] reviewed RSA-based cryptographic techniques, 

highlighting their suitability for various applications.  

 

Sen et al. [24] studied ECC-based cryptography techniques on video data, noting the efficiency of ECC in encryption 

and decryption operations. 

 

 Chen and Ye [27] implemented an image encryption method using hash SHA 3, RSA, and compressive sensing to 

enhance security. Hegde and Jagadeesha [28] designed a crypto technique using ECC with multiple elliptic curves for 

improved data robustness.  

 

Murad Rahouma [29] explored hybrid cryptography models for cloud security. Ghosh et al. [30] proposed a hybrid 

method for data confidentiality and security on the Internet.  

 

Zhang and Gao [31] introduced a method for encoding video data using layered coding. Yu et al. [32] discussed the 

applications of hybrid encryption algorithms in software securities, particularly in video surveillance software.  

 

Khan et al. [33] studied a Hybrid encryption technique using different encryption methods for message segmentation 

and authentication.  

 

Chowdhary et al. [34] analyzed image encryption and decryption using hybrid ECC with various ciphers. Dave and 

Gayathri [35] discussed the pros and cons of storing biometric data on the cloud and proposed a hybrid cloud-based 

encryption method.  

 

Hamdi et al. [36] proposed a hybrid encryption algorithm based on block and stream ciphers using chaotic systems. 

Yuet al. [37] explored a unique hybrid model for security tests in video applications. Zhu et al. [38] proposed a hybrid 

encryption approach based on blockchain technology.  

 

Hosny et al. [39] developed a chaotic logistic map-based encryption method for enhanced security.  

Alarifi et al. [40] proposed a cryptosystem combining DNA encoding sequences, Arnold chaotic map, and modified 

Mandelbrot sets for video streaming applications.  

 

In conclusion, the hybrid model is effective in enhancing data security, with ECC-based techniques being suitable for 

real-time video streaming applications due to their efficiency in processing. 
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Fig 1. Secure video communication using asymmetric key cryptography 

 

III. PROPOSED METHOD 

 
In our research, we have introduced an innovative approach to enhance security in video communication. The method 

employs a multi-key cryptographic technique, combining elements of RSA (Rivest–Shamir–Adleman) and ECC 

(Elliptic Curve Cryptography). By utilizing this hybrid approach, we achieve asymmetric encryption, ensuring robust 

security for video content. Specifically, our methodology involves generating dynamic keys based on mathematical 

equations and user attributes. These keys are used for encryption and decryption processes, significantly bolstering the 

overall security of video material. 

 

3.1. PROBLEM STATEMENT 
In video streaming applications, content is transmitted from the media server to client devices on-demand. Ensuring the 

security of digital video content involves several key aspects, including conditional access, user authentication, content 

copy control, and video content tracking. Cryptography techniques play a crucial role in achieving these security 

measures. However, creating a comprehensive solution for digital video security remains a challenging research 

problem. 

 

Numerous studies have explored the benefits of asymmetric key cryptography methods to address key management 

challenges. Unfortunately, existing methods do not adequately support dynamic and automatic multi-key techniques, 

which are essential for enhancing security in video communication applications. Consequently, there is a need for an 

automatic and dynamic key management approach. This work focuses on a multi-key encryption technique that 

combines RSA (Rivest–Shamir–Adleman) and ECC (Elliptic Curve Cryptography) to address this gap. 

 

3.2. PROPOSED ALGORITHMS   
The proposed method aims to enhance security in video communication by generating multiple dynamic keys using a 

combination of RSA (Rivest–Shamir–Adleman) and ECC (Elliptic Curve Cryptography) asymmetric key cryptography 

techniques. The primary goals of these techniques are as follows: 

 

Securing Video Data: The proposed approach ensures the security of video data based on both content characteristics 

and unique receiver identifications. 

 

Leveraging Hybrid Cryptography Techniques: To maximize security, the proposed method utilizes a hybrid 

approach that combines RSA, ECC, and AES (Advanced Encryption Standard) techniques. 

 
Improving Security with Multi-Key Encryption: By employing multi-key encryption, the overall security of the 

system is enhanced. 

 

Enhancing Security for Video Chunks: Each video is divided into smaller chunks (each approximately 1 MB in size), 

and individual keys are generated for these segments. 

 
Reducing Multi-Key Management Overhead: The proposed method automates key generation, minimizing the 

complexity of managing multiple keys. 
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The key generation process begins by passing video data to the key generation module. This module requires the 

receiver’s Public Key (RPkey) and MAC address (Rmac) to improve the uniqueness of the generated keys. These 

attributes are stored on the sender’s side and are necessary throughout the video communication process. 

 

Algorithm 1 and Figure 3 outline the steps involved in key generation. The process starts by creating a unique video 

identification (VID) using the first video chunk (Vc0). The module extracts the first 16 bytes from Vc0 before 

encryption and converts them into a base64 string format. The resulting VID is temporarily stored in a file for quick 

access. Subsequently, the first video chunk is encrypted using the VID and RSA cryptographic techniques. 

 

Video Chunk Key Generation: 

The algorithm generates unique keys for each video chunk. 

It uses the Video ID (VID), the receiver’s Public Key (RPkey), and the receiver’s MAC address (Rmac) in the process. 

The key derivation is based on an elliptic curve equation: (y^2 = x^3 + ax + b). 

In this context, VID corresponds to (a) and Rmac corresponds to (b). 

The modified equation for key generation is: (Keya = x^3 + VID \cdot x + Rmac). 

 

Continuous Key Generation: 

For the first video chunk (Vc0), the algorithm uses Equation (2). 

Subsequent video chunks (Vc1, Vc2, …) use the previously computed Keya. 
The updated equation for subsequent chunks is: (Keya = x^3 + Keya \cdot x + Rmac). 

 

AES Encryption Using Chunk-Specific Keys: 

Each video chunk is encrypted using the unique key generated for that chunk. 

The proposed method ensures that no keys are shared. 

By generating keys dynamically during video communication, maximum security is achieved. 

Even if one chunk is compromised, the remaining video data remains secure. 

  
IV. EXPERIMENTATION 

 

Mobile Platform Implementation: 

The suggested cryptography technique is implemented on a mobile platform, specifically an Android-based application. 

The application handles encryption, decryption, and video streaming. 

 

Sender-Side Process: 
Sender devices store video content and video metadata. 

When a receiver requests to stream a video file, the sender application verifies the recipient’s identity. 

Information about the recipient (username, password, public key, MAC address) is retrieved during the sign-up process 

and stored in the sender’s database. 

 

Receiver-Side Tasks: 
The receiver module handles decryption and video playback. 

Encrypted video chunks are received and decrypted using the proposed module. 

Necessary keys are obtained from the receiver’s database, eliminating the need for key exchange. 

RSA implementation is used to obtain the first video parts. 

Video data is displayed on the device’s screen via the application, avoiding the need to save received video data. 

 

Database Implementation: 

A database is essential for storing video metadata and receiver information. 

On the sender side, recipient information (username, MAC address, public key) is stored. 

The sender’s public key and communication session’s video metadata are similarly stored in the receiver-side database. 

 

Dynamic Key Generation: 

The proposed approach automatically generates dynamic keys using an elliptic curve equation (ECC). 
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FIG 2. BLOCK DIAGRAM OF PROPOSED KEY GENERATION TECHNIQUE 

 
4.1. DELAY FOR SPLITTING FILE TO CHUNK 

The application’s performance in creating video chunks from the video file was measured, focusing on the use of video 

chunk-based encryption. The investigation aimed to understand the processing time within the video processing module. 

The FFMpeg utility reads the chunk size from the sender, and the chunk is then divided into the nearest full frame 

based on user input. Figure 4 illustrates the time needed by the video processing module to split the video file into 

several chunks. As expected, latency gradually increases as the file size grows. While the technique does not 

unexpectedly lengthen the time, the overall delay results from chunk formation—a necessary trade-off to achieve high 

security. 

 
4.2. TIME TO GENERATE THE KEYS 

In this experiment, the researchers aimed to assess the impact of multi-key encryption and decryption processes. To 

achieve this, they calculated the time required to generate encryption keys. It’s important to note that the method and 

equation used to derive these keys remain consistent for both encryption and decryption. Therefore, the delay 

calculated during encryption was applied for analysis purposes in this context. 

 

Figure 5 illustrates the time needed to generate each key. Initially, the receiver’s public key and partial video data serve 

as the foundation for the key used to encrypt the first video chunk. Subsequent keys are obtained using the receiver’s 

MAC address, public key, and previously computed key. Importantly, the parameters’ lengths remain consistent 

throughout this procedure, resulting in minimal variation in the time between each key generation. 

 
4.3. TIME TO ENCRYPT VIDEO CHUNKS 
The researchers aimed to assess the impact of multi-key encryption and decryption processes. To achieve this, they 

calculated the time required to generate encryption keys. It’s important to note that the method and equation used to 

derive these keys remain consistent for both encryption and decryption. Therefore, the delay calculated during 

encryption was applied for analysis purposes in this context. 

 

Figure 5 illustrates the time needed to generate each key. Initially, the receiver’s public key and partial video data serve 

as the foundation for the key used to encrypt the first video chunk. Subsequent keys are obtained using the receiver’s 

MAC address, public key, and previously computed key. Importantly, the parameters’ lengths remain consistent 

throughout this procedure, resulting in minimal variation in the time between each key generation. 

 

4.4. TIME TO ENCRYPT THE VIDEO FILES 

This section discusses the overall execution time for the video processing pipeline, which encompasses the entire 

journey from producing video chunks to generating encrypted video segments. The end-to-end latency of this process is 

visualized in Figure 7. 

 

The research findings reveal a consistent trend: as the file size increases, the time required for processing also grows 

proportionally. This behavior is typical across various applications. Importantly, Figure 7 specifically highlights the 

additional delay introduced by each individual video chunk within the clip. Notably, this delay does not impact video 

streaming or playback on the receiver’s side. 
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4.5. NUMBER OF KEYS GENERATED 

The quantity of keys generated corresponds to the number of video chunks produced. This aspect is crucial for the 

study, as the proposed solution leverages multiple key technologies to enhance security. Interestingly, the use of 

multiple keys does not significantly impact memory usage. These keys are only temporarily stored at both the 

transmitter and receiver sides. Furthermore, since each key is employed only once, an increase in the number of keys 

does not affect the fetching delay. 

 

 
 

 

FIG 3. BLOCK DIAGRAM OF PROPOSED KEY GENERATION TECHNIQUE. 
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V. CONCLUSION 

 

This work introduces an innovative and secure platform that leverages a suggested cryptographic method for video file 

encryption and decryption. The approach combines hybrid and multi-key cryptography, enhancing the security of video 

content. Specifically, the platform employs RSA, the ECC equation, and AES to safeguard the video data. 

 

Here are the key points: 

 

Multi-Key Solution: The proposed method divides the video into multiple chunks and encrypts each chunk with a 

distinct key. Importantly, receivers do not have direct access to these keys. Instead, the receiver application generates 

the necessary keys based on the encrypted chunks it receives. This dynamic and automatic process ensures efficient 

decryption. 

 

Implementation Details: The application is developed for the Android platform on the receiver side. A Java-based 

server-side program is created to implement and test the suggested method. Distinct modules are designed based on the 

identified tasks. 

 

Consistent Delay and Real-Time Communication: Testing with video files of various sizes demonstrates that the 

application maintains consistent delay and supports real-time video communication. This reliability is crucial for 

seamless user experience. 

 

Hybrid Approach: The platform combines well-established algorithms—AES, RSA, and ECC—to enhance video 

content security. By leveraging these cryptographic techniques, the system ensures robust protection. 

 

Advantages for Video-on-Demand Applications: The proposed platform is particularly advantageous for video-on-

demand services. It encrypts and streams video content across the network while dynamically protecting it using 

recipient credentials and device information. Additionally, program settings allow temporary local storage of generated 

keys and encrypted material on the destination device. This approach effectively safeguards copyright and encourages 

more users to subscribe to video services, ultimately boosting revenue. 
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