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ABSTRACT: Malicious tweets with dubious URLs for spam, phishing, and virus dissemination can affect Twitter.
Prior attempts at Twitter spam identification have relied on relation factors in the Twitter graph or account features like
the proportion of tweets with URLs and the account creation date. However, malicious persons can readily falsify
account information. Furthermore, it takes a lot of effort and resources to extract relation information from the Twitter
graph. Previous methods for detecting suspicious URLs have categorized URLs based on a number of factors, such as
HTML content, dynamic behavior, URL redirection, and lexical traits. Nonetheless, there are methods of avoiding
detection, like crawler avoidance and time-based evasion

I. INTRODUCTION

In today's hyper connected world, the internet serves as an invaluable tool for communication, research, and
entertainment. However, with this vast array of online resources comes the potential for distraction and loss of
productivity. For many individuals, the temptation to visit non-essential websites during work hours can pose a
significant challenge to maintaining focus and meeting deadlines.

To address this issue, website blocking software has emerged as a popular solution, allowing users to restrict access to
specific websites during designated periods. While browser extensions have traditionally dominated this space, there is
a growing demand for more customizable and platform-independent solutions.

In response to this need, we present a novel approach to website blocking using the Python programming language.
Our program offers a flexible and user-friendly solution that empowers individuals to regain control over their online
habits and optimize their productivity.

By leveraging Python's versatility and extensibility, our program provides a comprehensive set of features designed to
meet the diverse needs of users. From blocking access to distracting websites during work hours to providing
customizable scheduling options, our solution offers a tailored approach to website management.

In this paper, we will outline the key features and functionalities of our Python-based website blocking program. We
will discuss the underlying principles behind its operation, including how it detects and blocks website access, as well
as how users can configure and customize its settings to suit their preferences.

Furthermore, we will explore the potential benefits of implementing our program in various settings, such as
workplaces, educational institutions, and home environments. By enabling individuals to establish healthier online
habits and minimize distractions, our program has the potential to enhance productivity and promote a more balanced
approach to internet usage.

In summary, our Python-based website blocking program represents a valuable tool for individuals seeking to optimize
their online experience and maximize their productivity. With its intuitive interface, customizable features, and
platform independence, our solution offers a versatile and effective solution for managing website access and fostering
a more focused work environment

1.1 OBJECTIVE OF THE PROJECT
The objectives of a "cruel" URL blocker system project aim to create a robust and disciplined tool for managing
internet access, with a focus on strict control and accountability. Here are the primary objectives:

1.Enhanced Discipline: Implement stringent measures to enforce discipline and promote focus by restricting access to
non-essential websites during work hours.
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2.Increased Productivity: Create an environment conducive to productivity by blocking distracting websites and
allowing access only to approved sites necessary for work-related tasks.

3.Improved Security: Enhance security by preventing access to potentially harmful or malicious websites, reducing
the risk of malware infections, phishing attacks, and data breaches.

4.Customizable Policies: Provide administrators with the flexibility to define and customize access policies based on
organizational requirements, user roles, and compliance standards.

5. User Accountability: Establish mechanisms to track and monitor internet usage, ensuring accountability among
users and discouraging unauthorized activities or circumvention attempts.

6.Compliance with Regulations: Ensure compliance with relevant regulations and standards governing internet usage,
data privacy, and information security, such as GDPR, HIPAA, or industry-specific requirements.

7.Transparent Reporting: Generate comprehensive reports and logs of internet usage activities, including access
attempts, blocked websites, and policy violations, to facilitate auditing and compliance verification.

8. Ease of Management: Design an intuitive and user-friendly interface for administrators to manage white list
configurations, define time-based restrictions, and monitor system performance effectively.

9. Minimal Disruption: Minimize disruption to users while implementing and enforcing access policies, ensuring a
smooth transition to the new URL blocker system without compromising productivity.

10. Continuous Improvement: Establish a framework for ongoing evaluation and enhancement of the system based on
user feedback, emerging threats, and evolving organizational needs, to maintain its effectiveness and relevance over
time.

By addressing these objectives, the "cruel” URL blocker system project aims to create a comprehensive solution that
balances discipline, productivity, security, and compliance in managing internet access within an

II. SYSTEM ANALYSIS

2.1 PROPOSED ALGORITHM

In the proposed system, we are going to pass the link of websites which we think distracting. The people can
experience a Safe Search during working hours. The Website Blocker does not only automatically block unwanted sites
but also ensures safe search by preventing un acceptable queries in search engines. Additional advantages of the
programs are their small size and the ability to work in the background, hiding itself, so users cannot bypass the
Internet Blocker. Moreover, our Website Blocker does not affect internet speed and page load time.

SEARCHING FOR
WEBSITE
yes BLOCKING TIME no
v v
BLOCK THE OPEN THE
WEBSITE WEBSITE
e STOP

Figurel :Flowcha;rt for website blocker
Advantages
1. At the time that you are working on your computer, the program will lock those websites.
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2. It will block the given list of website sin working hours only.
3. Ifanyoneneededtoaccessthatwebsite,itisimpossibletoaccessthosewebsites.
4. So, the user cannot distract from their work
5. It will help you to find time-wasting activities and block or limit them.
II1. SYSTEM TESTING AND IMPLEMENTATION
3.1 SYSTEM TESTING

Testing a "cruel" URL blocker system is crucial to ensure its effectiveness, reliability, and compliance with user
requirements. Here's an overview of the testing process:

Unit Testing: Begin with unit tests to validate the functionality of individual components, such as white list
management, time-based restrictions, user authentication, and logging mechanisms. Verify that each unit performs as
expected and handles edge cases appropriately.

Integration Testing: Conduct integration tests to verify the interaction between different modules of the system.
Ensure that components work together seamlessly and that data flows correctly between them. Test scenarios involving
user authentication, whitelist updates, and logging functionality.

Functional Testing: Perform functional testing to validate the system's behaviour against user requirements. Create
test cases covering common usage scenarios, such as adding websites to the whitelist, setting time-based restrictions,
and accessing blocked websites. Verify that the system accurately enforces access policies and displays appropriate
messages to users.

Performance Testing: Evaluate the performance of the URL blocker system under various load conditions. Measure
response times for adding websites to the whitelist, processing access requests, and generating reports. Identify any
bottlenecks or performance issues and optimize system performance as needed.

Security Testing: Conduct security testing to identify vulnerabilities and ensure robust protection against potential
threats. Test for common security issues such as SQL injection, cross-site scripting (XSS), and authentication bypass
vulnerabilities. Verify that user data is securely stored and transmitted, and implement encryption where necessary.
Usability Testing: Involve end users in usability testing to assess the system's ease of use and effectiveness in real-
world scenarios. Gather feedback on the user interface, workflow, and overall user experience. Identify any usability
issues or areas for improvement and incorporate user feedback into system enhancements.

Regression Testing: Perform regression testing to ensure that new updates or changes to the system do not introduce
unintended side effects or break existing functionality. Re-run previously executed test cases and verify that all
previously working features continue to function as expected.

Compliance Testing: Validate that the URL blocker system complies with relevant regulations and standards, such as
GDPR, HIPAA, or industry-specific requirements. Ensure that data logging and privacy features meet legal
requirements, and address any compliance issues identified during testing.

User Acceptance Testing (UAT): Finally, conduct user acceptance testing to validate that the system meets user
expectations and fulfills their requirements. Allow users to interact with the system in a controlled environment and
gather feedback on its performance, usability, and effectiveness.

By following a comprehensive testing process encompassing unit testing, integration testing,
functional testing, performance testing, security testing, usability testing, regression testing, compliance testing, and
user acceptance testing, you can ensure that the "cruel" URL blocker system is thoroughly evaluated and ready for
deployment.

IV. SYSTEM IMPLEMENTATION

Special note for Windows users : Windows user need to create a duplicate of OS’s host file. Now provide the path of
the duplicate file in hosts path mentioned in the script.
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last login: Mon Nov 20 87:32:23 on Tiys@el
fou have new moil.

pbhisheks—Air:~ asbhishekverma$ crontab .e
Erontabi: .e: Ho such fTile or directory
pbhishoks—Air:~ sbhishekverma$ crontasb —o

® [ ] abhishekverma — vi « crontab — 80x23

@reboot python /Users/fabhishekverma/PycharmProjects/appl/website_blocker.py

I EeE e R

o RIE

—— INSERT —

l-oast login: Mon Nov 20 87:32:23 on Ttyseol
Mou have new mail.

pohisheks—Air:~ abhishekverma$ crontab .o
Erontab: .e: No such Tile or directory
pbhisheks—Air:~ abhishekverma$ crontab —o

73D
1

1. Nowpress“i’togointoinsert/editingmodeandwrite @rebootpython_script_path.

2. Savethetabbypressingfirstesctoquitwritemodeandfallbacktocommandmodeandnowwrite “:wq’andfinallypress
enter to validate.

3. Restart your system and see the magic.

V. CONCLUSION
Blocking or filtering Internet content can be inadmissible given that, in addition to directly and indirectly

affecting the use of and/or access to the Internet, such measures do not provide an actual solution to the problem they
are attempting to solve.
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VI. FUTURE ENHANCEMENT

A future enhancement to a URL blocker system could involve implementing a "cruel" mode, designed to
provide even stricter control over website access. This mode would be suitable for users who require an extreme level
of discipline or wish to enforce stringent internet usage policies.

In cruel mode, the URL blocker system would have several advanced features to ensure maximum control and
accountability:

Strict White listing: Instead of just blocking specific URLs or categories, cruel mode could operate primarily on a
whitelist basis. Only a predefined list of approved websites would be accessible, effectively restricting access to
anything not explicitly permitted. This approach ensures that users can only visit approved sites, promoting focus and
productivity.

Time-based Restrictions: Cruel mode could incorporate granular time-based restrictions, allowing administrators to
define specific time windows during which internet access is permitted. Outside of these designated periods, all website
access would be blocked, reinforcing discipline and preventing distractions during crucial work hours.

User Accountability: To enhance accountability, the system could track and log all website access attempts, providing
detailed reports to administrators or supervisors. This transparency fosters a culture of responsibility and encourages
users to adhere to the established internet usage policies.

Customized Block Messages: Instead of displaying generic error messages, cruel mode could deliver personalized
notifications or warnings to users attempting to access blocked websites. These messages could emphasize the
importance of adhering to company policies or maintaining focus on tasks, serving as constant reminders of the
consequences of attempting to bypass the restrictions.

Escalating Consequences: In cases of repeated attempts to circumvent the URL blocker, cruel mode could implement
escalating consequences, such as temporary account suspensions or mandatory training sessions on internet usage best
practices. These measures reinforce the seriousness of maintaining compliance with the established policies.

By incorporating these advanced features, a cruel mode URL blocker system provides a robust solution for
organizations or individuals seeking to enforce strict control over internet access and promote productivity and focus in
the digital
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