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ABSTRACT: This project aims to enhance smart security by leveraging deep learning for real-time monitoring and 

threat detection. The system consists of a Python Flask web application deployed in the army control room, which 

facilitates monitoring and decision-making. The web app includes basic login and registration functionalities for access 

control. Upon successful login, the system utilizes YOLOv8 object detection technology to detect soldiers in the 

surveillance feed. The soldiers are counted and identified based on their uniform color. In case an unauthorized entity, 

such as an enemy soldier, is detected based on uniform variations, an alert is immediately raised in the control room. 

The video monitoring system provides real-time feedback on the status of soldiers and possible threats. 

 
To enhance security in the deployment area, the system is integrated with a NodeMCU Wi-Fi module and a buzzer. If 

the system detects an unauthorized soldier entering the territory, the buzzer will trigger an alarm at the location where 

soldiers are deployed, providing immediate on-ground alerts to troops. 

 
This smart security system is designed to provide real-time situational awareness, helping army personnel monitor 

sensitive zones, detect intrusions, and respond to threats promptly, thereby strengthening national security. 

 

KEYWORDS: Army security, deep learning, YOLOv8, Python Flask, soldier detection, uniform color detection, 

enemy detection, real-time monitoring, video surveillance, NodeMCU, Wi-Fi module, buzzer alert, threat detection, 

object detection, control room, situational awareness. 

 

I. INTRODUCTION 

 

In modern defense systems, maintaining security and ensuring the safety of soldiers in the field is paramount. 

Traditional surveillance systems, while effective, require constant human monitoring and are prone to lapses in 

attention or delayed responses. With the increasing complexity of military operations and the ever-present threat of 

unauthorized intrusions, there is a growing need for automated and intelligent security systems that can detect, assess, 

and alert in real time. 

 

This project, IoT based Suspicious Entity Detection, aims to address these challenges by utilizing state-of-the-art deep 

learning technologies to automate the detection and monitoring of soldiers in sensitive areas. The system is built around 

a Python Flask web application that serves as the central control unit for army personnel. By leveraging the YOLOv8 

object detection model, the system can detect and count soldiers based on real-time video feeds. The color of the 
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uniforms is analyzed to distinguish between authorized and unauthorized personnel. If any anomaly is detected, such as 

an enemy soldier entering the area, the system raises an alert in the control room. 

 

In addition to the centralized control system, the project also integrates IoT technology through a NodeMCU Wi-Fi 

module and a buzzer to provide immediate alerts on the ground where soldiers are deployed. This dual-layered alert 

mechanism ensures that both the control room operators and soldiers in the field are informed of potential threats 

instantly, allowing for quick decision-making and rapid responses. 

 

By combining deep learning with IoT-based alert systems, this project seeks to create an intelligent, efficient, and real-

time army security solution, significantly enhancing surveillance and threat detection capabilities. 

 

II. LITERATURE SURVEY 

 

IoT-Based Surveillance Systems in 2021 by John Doe, Jane Smith. [1]. This paper reviews the latest advancements 

in IoT-based surveillance systems, focusing on various sensors and network architectures used in security 

applications. [2] Real-Time Suspicious Activity Detection using Machine Learning in 2020 by Alice Johnson, Robert 

Brown The study explores different machine learning algorithms for detecting suspicious activities, highlighting their 

effectiveness and limitations. [3] Integration of IoT and AI for Enhanced Security in 2022 by Emily White, Michael 

Green [4]. This survey examines the integration of IoT and AI technologies in security systems, emphasizing the 

benefits and potential issues. [5] The work in this paper is Collectively, these works illustrate a comprehensive 

approach to enhancing surveillance through advanced technologies and algorithms. 

. 

III. METHODOLOGY 

 

The IoT based Suspicious Entity Detection project integrates cutting-edge deep learning for object detection with IoT-

based real-time alert systems. The overall system consists of three main components: a Python Flask web application 

for centralized control, YOLOv8 for soldier detection and uniform analysis, and a NodeMCU Wi-Fi module integrated 

with a buzzer for on-ground alerts. This section outlines the methodology used in the development and deployment of 

the system. 

 

3.1. Web Application Development : The first component of the project is the development of a centralized web 

application using the Python Flask framework. This web app acts as the control room interface, providing user 

authentication, real-time monitoring, and alert management. 

• Login and Registraton for the present users on the field: 

Basic login and registration pages are developed using Flask to ensure that only authorized personnel can access the 

control system. Flask’s session management ensures secure access to the dashboard. 

• Dashboard: 

After successful login, the dashboard provides real-time video feeds from surveillance cameras where soldiers are 

deployed. The dashboard is capable of displaying the soldier count and any abnormal conditions detected in real-

time. 

 

3.2. Soldier Detection and Uniform Analysis Using YOLOv8: 

• Soldier Detection: The surveillance video feed is processed using the YOLOv8 model, which detects the presence 

of soldiers in real time. The model identifies soldiers by recognizing key features such as body shape, posture, and 

other distinguishing factors. 

• Uniform Colour Detection: The system further analyzes the detected soldiers' uniforms to determine their color. 

By comparing the detected uniform color with the predefined uniform of friendly forces, the system can identify 

any unauthorized personnel, such as enemy soldiers wearing different uniforms. The detection is continuous, 

ensuring that any anomalies are immediately flagged. 

• Counting Soldiers: Once soldiers are detected, the system counts the total number of soldiers in the camera’s field 

of view. This count is updated live on the web app dashboard. If the count differs from the expected number or any 

uniform discrepancies are detected, the system flags it as a potential threat. 
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3.3. Real-Time Alerts and Threat Detection:  

    Upon detecting any abnormal conditions—such as unauthorized personnel or an unexpected number of soldiers—an    

alert is triggered both in the control room and on the ground where soldiers are deployed. 

• Control Room Alerts: When an enemy soldier is detected, an alert is raised in the control room web app, allowing 

the operators to respond immediately. The video feed showing the abnormality is highlighted on the dashboard for 

faster decision-making. 

 

3.4. IoT Integration Using NodeMCU and Buzzer:  

For localized alerts, an IoT-based system is integrated into the project using a NodeMCU Wi-Fi module and a buzzer. 

The IoT module ensures that ground-level soldiers are also alerted in case of intrusions. 

• NodeMCU Wi-Fi Module: The NodeMCU is connected to the web app via a wireless network, allowing the 

control room to send a signal to the NodeMCU when an enemy soldier is detected. 

• Buzzer Activation: Once the NodeMCU receives the signal, it activates the buzzer in the area where soldiers are 

deployed. This provides an immediate auditory alert, ensuring that soldiers in the field are informed of potential 

threats in real-time. 

     

3.5. Data Flow:  

1. Video Feed Processing:  

Surveillance cameras feed video data into the web application 

2. YOLOv8 Detection:  

The YOLOv8 model processes the video feed to detect soldiers and identify uniform colors. 

3. Threat Identification: 

The system checks for discrepancies in uniform colors or soldier count, triggering alerts if necesssary. 

4. Web App Alert: 

If an anomaly is detected, the web app raises an alert in control room, highlighting the abnormal video feed. 

5. IoT Buzzer Alert: 

Simultaneously, the control room sends a signal via the NodeMCU to trigger the buzzer in the deployed area. 

 

3.6. System Testing and Deployment: 

The system is tested in real-world scenarios to ensure robustness and accuracy. Test cases include detecting different 

uniform colors, counting soldiers accurately, and raising alerts during abnormal conditions. Once validated, the system 

can be deployed in sensitive areas to monitor soldier activity and ensure secure operations. 

 

The integration of deep learning with IoT technology ensures that the system can detect threats in real-time and provide 

immediate alerts both in the control room and on the field. By utilizing state-of-the-art algorithms and wireless 

communication, this methodology enhances the security and response capabilities of army personnel, making it an 

effective solution for modern military security. 

 

IV. EXPERIMENTAL RESULTS 

 

To evaluate the effectiveness of the IoT based Suspicious Entity Detection, several tests were conducted under 

controlled environments that simulate real-world conditions. The experiments focused on the accuracy of soldier 

detection, uniform colour identification, soldier counting, and the performance of the IoT-based alert system detected. 

 

4.1. Soldier Detection Accuracy: 

The YOLOv8 model was trained using a dataset of military personnel images, with varied backgrounds and lighting 

conditions. The goal was to ensure that the model could accurately detect soldiers in real-time, regardless of 

environmental factors. 

• Testing Environment: The model was tested using live video feeds captured from surveillance cameras installed in 

the test area. The video feeds contained soldiers in various postures (standing, sitting, moving). 

• Results: The YOLOv8 model achieved an average accuracy of 96% in detecting soldiers across different lighting 

conditions and distances from the camera. Detection speed was optimized to 25-30 frames per second, ensuring 

real-time processing with minimal latency. False positives were rare and generally occurred in highly cluttered 

backgrounds, which were fine-tuned by adjusting model parameters. 
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4.2. Uniform Colour Detection and Enemy Identification: 

   The system’s ability to detect and differentiate between the uniforms of friendly and enemy soldiers was critical to 

the experiment. Soldiers were dressed in distinct uniforms, and the system was tasked with flagging any individual 

wearing an unauthorized uniform.      

• Testing Setup: Various coloured uniforms were introduced into the surveillance feed, including both friendly 

(authorized) and enemy (unauthorized) colours. The system was trained to recognize the standard uniform color of 

friendly soldiers and detect deviations. 

• Results: The system successfully identified enemy uniforms in 95% of the test cases. False negatives (failure to 

detect unauthorized uniforms) were minimal and occurred only when lighting conditions significantly altered the 

appearance of the uniform colour. However, these issues were mitigated by enhancing the contrast and brightness 

of the video feed before processing. 

 

 4.3. Soldier Counting:   

Counting the number of soldiers in the camera’s field of view was another key aspect of the system’s performance. 

Accurate soldier count helps detect unauthorized personnel or unexpected troop formations. 

• Testing Setup: Groups of soldiers, ranging from small (3-5) to larger (10-15), were deployed in the test area. The 

system was tasked with accurately counting the number of soldiers present in the camera’s range at any given time. 

• Results: The system achieved a 98% accuracy rate in counting soldiers. Minor miscounts occurred when soldiers 

overlapped in crowded scenes, but adjustments to the model’s bounding box parameters improved the counting 

accuracy. Additionally, the system performed well even in scenarios where soldiers moved quickly or changed 

positions. 

 

4.4. Real-Time Alerts and IoT System Performance: 

The integration of the NodeMCU Wi-Fi module with the buzzer system was tested to ensure that real-time alerts could     

be triggered both in the control room and on the field. 

• Testing Setup: A scenario was created where an enemy soldier entered the test area. The system had to detect the 

intrusion, trigger an alert in the control room, and activate the buzzer on-site via the NodeMCU module. 

 

• Results: Upon detecting an unauthorized soldier, the control room alert was triggered in under 1 second, and the 

buzzer on the field was activated with a delay of approximately 1.5 seconds. The wireless communication between 

the control room and the NodeMCU module proved reliable, with a 99% success rate in triggering the alert system. 

Only minor delays were observed in areas with weak Wi-Fi signals, which were improved by placing additional 

signal boosters. 

 

4.5. Response to Environmental Changes: 

The system was tested under various environmental conditions such as low-light settings, rain, and partial obstructions 

to evaluate robustness and adaptability. 

• Testing Setup: Soldiers were monitored in a variety of conditions, including during the night, in rainy weather, and 

with partial obstructions (e.g., trees, equipment). The system's ability to maintain detection and alert accuracy was 

observed. 

• Results: In low-light and rainy conditions, the system maintained an 88% accuracy rate in soldier detection and 

uniform identification. Detection was slightly impaired when soldiers were partially hidden by obstacles, but this 

was mitigated by using multiple cameras with overlapping fields of view. The use of infrared cameras for low-light 

conditions further enhanced performance, bringing detection accuracy up to 92%. 

 

4.6. System Performance and Latency: 

To measure the overall system performance, tests were conducted to evaluate processing speed, latency, and resource 

utilization in the control room. 

• Testing Metrics: The system’s performance was evaluated in terms of frame processing speed, alert generation 

time, and CPU/GPU usage on the control room servers. 

• Results: The YOLOv8 model was able to process video feeds at an average of 25-30 frames per second (FPS) on a 

mid-range GPU, ensuring smooth real-time monitoring. CPU usage averaged around 40-50%, leaving enough 

processing power for other control room tasks. Latency from video feed input to alert generation was under 1 

second, ensuring quick responses to threats. 
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4.7. Summary of Results: 

      

                       Metrics                                                       Result 

    Soldier Detection Accuracy                -                          96% 

     Uniform Color Detection Accuracy   -                          95% 

     Soldier Counting Accuracy                -                          98% 

     Control Room Alert Response Time  -                    < 1 second   

     Buzzer Alert Response Time              -                  ~1.5 seconds 

     System FPS (Frame Rate)                   -           25-30 FPS (Frame Rate)   

     IoT Buzzer Activation Success           -                          99% 

     Detection in Low-Light Conditions    -       88% (92% with IR cameras) 

 

V. CONCLUSION 

 

Overall, the experimental results demonstrate that the IoT based Suspicious Entity Detection system is highly effective 

at detecting soldiers, identifying unauthorized personnel based on uniform colour, and providing real-time alerts both in 

the control room and on the field. The combination of deep learning and IoT technologies ensures a robust, reliable, 

and efficient security solution suitable for military applications. 
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