
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Volume 13, Issue 11, November 2024 

 

 

Impact Factor: 8.524 
 



 

|www.ijirset.com |A Monthly, Peer Reviewed & Referred Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710| 

                                             Volume 13, Issue 11, November 2024 

                                                 |DOI: 10.15680/IJIRSET.2024.1311203| 

IJIRSET©2024                                   |     An ISO 9001:2008 Certified Journal   |                                           19349 

Revolutionizing Edge Security: Adaptive Key 
Management in Fog Computing 

 

R.Nivethitha1*, R.Vanitha Mani 2, Dr.D.Rajinigirinath3 

PG Student, Department of CSE, Sri Muthukumaran Institute of Technology, Chennai, India1 

Assistant Professor, Department of CSE, Sri Muthukumaran Institute of Technology, Chennai, India2 

Professor, Department of CSE, Sri Muthukumaran Institute of Technology, Chennai, India3 

 

ABSTRACT: Fog computing brings computation closer to the edge of the network, improving performance and 

reducing latency for real-time applications. However, the decentralized nature of fog nodes creates significant security 

challenges, particularly in ensuring secure communication and key management. To address these challenges, we 

propose a novel Distributed Key Agreement Scheme (DKAS) for secure communication within fog environments. This 

scheme enables fog nodes to autonomously generate and share encryption keys without relying on a central authority, 

allowing efficient encryption and decryption of messages. Additionally, the scheme supports dynamic node 

participation, ensuring scalability and flexibility in highly dynamic fog networks. Our approach enhances security by 

preventing unauthorized access, ensuring data confidentiality, and maintaining key integrity across the system. This 

solution is well-suited for IoT and smart device networks, where low latency and secure communication are paramount. 

 

KEYWORDS: Distributed Key Agreement, Fog Computing, Secure Communication,Key Management, IoT Security, 

Dynamic Node Participation. 

 

I. INTRODUCTION 

 

As connected devices grow exponentially, traditional cloud computing struggles to support latency-sensitive 
applications due to limited bandwidth and the long distance between users and centralized servers. This highlights the 
need for a new computing model to deliver efficient and responsive services. 
 

Fog computing extends cloud capabilities by enabling data processing at the network edge, closer to end-users. This 
reduces latency, improves Quality of Service (QoS), and supports a variety of real-time applications, such as smart 
transportation, industrial automation, and IoT-based systems. 
 

Despite its benefits, the decentralized architecture of fog nodes introduces significant security challenges. To address 
this, we propose a Dynamic Contributory Broadcast Encryption (DConBE) framework, which ensures secure and 
scalable communication in fog networks without relying on centralized entities, promoting adaptability and resilience. 
 

II. EXISTING SYSTEM 

 

      The current fog computing systems mainly concentrate on key management and encryption protocols, but they face 
several challenges: 
• Large fog networks experience increased communication and computational complexity due to the constant change 

in node participation. 
• The dynamic addition and removal of fog nodes necessitate continuous updates to key management strategies for 

ensuring system security. 
• Contributory Broadcast Encryption (ConBE) allows fog nodes to collaboratively generate an encryption key while 

maintaining individual decryption keys for secure communication. 
• End users can encrypt messages using the public key and send them securely to specific fog nodes within the 

system. 
• If the Private Key Generator (PKG) is compromised, all messages using that key pair are vulnerable, requiring 

regular key updates to protect the system’s integrity. 
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III. PROPOSED SYSTEM 

 

             The proposed system overcomes the limitations of existing fog computing models by leveraging Dynamic 
Contributory Broadcast Encryption (DConBE) for secure key exchange and communication. Key features include: 
• Allowing fog nodes to generate and exchange encryption keys collaboratively, eliminating the need for a trusted 

third party. 
• Enabling dynamic node participation, where fog nodes can securely join or leave the system without compromising 

security. 
• Addressing encrypted data deduplication by using cryptographic puzzles, ensuring secure handling of data in fog 

environments. 
• Providing a robust key management solution to establish and maintain secure communication channels across 

diverse fog nodes. 
• Offering thorough security proofs and real-world experimental validation, demonstrating the scalability and 

effectiveness of the proposed system. 
 

IV. ARCHITECTURE DIAGRAM 

 

 
 

Fig 4.1. Architecture Diagram 

 

A.ARCHITECTURE EXPLANATION 

The Fog Computing Architecture in Industrial IoT provides a layered approach to optimize data processing, decision-

making, and communication by leveraging a hierarchical framework of sensors, gateways, fog nodes, and cloud 
infrastructure. At the base, Sensors and Actuators generate raw data and execute control commands in real-time. These 
devices transmit data to Gateways, which aggregate, filter, and preprocess the data, ensuring efficient communication 
with the next layer while minimizing unnecessary data flow. The Fog Layer is further divided into sub-layers. The first 
fog layer directly processes data from gateways, providing low-latency responses, temporary storage, and localized 
decision-making. The second fog layer coordinates data from multiple first-layer nodes, enabling more complex 
analytics and ensuring load balancing across the network. The third fog layer serves as a bridge to the Cloud Layer, 
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performing high-level aggregation, advanced data analytics, and preparing data for centralized processing. The Cloud 
Layer, at the top, provides extensive data warehousing, machine learning, and predictive analytics capabilities, 
supporting long-term strategic decision-making and user-level interaction. 
                            
 This architecture provides numerous benefits. By processing data locally in the fog layers, it reduces latency and 
improves real-time responsiveness for critical applications such as predictive maintenance or emergency shutdowns. 
The hierarchical structure optimizes bandwidth by filtering and summarizing data before transmitting it to higher 
layers, reducing network congestion. It also enhances reliability since localized processing in fog nodes ensures 
uninterrupted functionality even if cloud connectivity is disrupted. Scalability is another key feature, as additional fog 
nodes and layers can be seamlessly integrated to accommodate growing system demands. Security is significantly 
improved by processing sensitive data at the edge or within fog nodes, minimizing exposure during cloud transmission. 
Furthermore, the modular nature of this architecture allows customization to meet diverse application needs, including 
smart manufacturing, healthcare, autonomous systems, and smart cities. The ability to dynamically allocate tasks across 
layers based on network conditions and application requirements ensures optimal performance and cost efficiency. This 
distributed yet coordinated approach makes it a robust and future-proof solution for modern Industrial IoT applications. 
          
In addition to its core functionality, the Fog Computing Architecture also promotes energy efficiency and 
sustainability in Industrial IoT systems. By processing data closer to the source in the fog and edge layers, the 
architecture reduces the power consumption typically associated with transmitting large volumes of raw data to the 
cloud. Localized processing ensures that only meaningful, processed data is sent to higher layers, significantly reducing 
the workload on cloud servers and overall energy usage. Moreover, this architecture enhances fault tolerance by 
allowing individual fog nodes to take over processing tasks if a nearby node fails, ensuring seamless system operation. 
It also supports heterogeneous device integration, enabling the architecture to accommodate various sensors, protocols, 
and devices in a single cohesive system. The decentralized nature of fog computing fosters greater autonomy for 
remote and resource-constrained environments, making it ideal for scenarios like agricultural monitoring, remote 
healthcare, or industrial automation in areas with limited connectivity. Additionally, the architecture supports real-time 
updates and dynamic reconfiguration, allowing for on-the-fly adjustments to system requirements, further enhancing its 
adaptability and operational efficiency. This flexibility positions the fog computing model as a pivotal enabler of next-
generation IoT systems that require responsiveness, scalability, and sustainability. 
      

V. MODULES 

 

A. Admin Control Panel 
             The Admin Control Panel is the starting point for system management, where the administrator logs in using 
valid credentials. The login module ensures that only legitimate users are permitted to access the system by verifying 
their username and password. If the credentials do not match, access is denied, preventing unauthorized users from 
entering the system. This layer of authentication is essential for maintaining the security of the platform. Once 
authenticated, the admin is granted access to manage all aspects of the system. This module is crucial for user access 
control and ensuring that only authorized individuals can interact with sensitive data. 
 

B. Node Management Interface 

             The Node Management Interface allows administrators to allocate tasks to individual nodes after successful 
login. After logging in, the admin assigns tasks to a set of nodes, which work independently while being overseen by 
the central control. These nodes are responsible for executing their tasks and subsequently uploading the results to the 
central database. Each node performs specific duties as per the admin's assignment, ensuring the system’s operations 
run smoothly. This interface is key in organizing and controlling the nodes, making sure all work is distributed 
effectively across the network of nodes. 
 

C. Encrypted File Upload 

                The Encrypted File Upload module facilitates the secure transmission of data to the central storage. After 
completing their designated tasks, nodes encrypt the files before uploading them to the database, ensuring that the data 
remains secure throughout the process. This encryption prevents unauthorized access, safeguarding the data from any 
potential threats. The system ensures that files are uploaded in a structured and encrypted format, making them 
accessible only by users with proper decryption keys. This module plays a crucial role in data security by ensuring that 
all files are securely encrypted before being stored in the database. 
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D. File Access Request Process 

                   The File Access Request Process manages the requests made by nodes that wish to access files stored by 
other nodes. When a node wants to view or use a file uploaded by another, it must first send a request to the relevant 
node. The node that uploaded the file then reviews the request and decides whether or not to grant access. This process 
ensures that sensitive files are only accessible to authorized nodes and prevents any unauthorized sharing. The request 
process is critical in maintaining a secure file-sharing environment within the system. It ensures that only approved 
nodes can retrieve files from the database. 
 

E. File Access Approval or Denial 
                  The File Access Approval or Denial module is responsible for handling the responses to file access requests. 
When a node sends a request to access a file, the file owner evaluates the request and either grants or denies permission 
to access the file. If the request is approved, the node is permitted to retrieve the file; if rejected, access is denied. This 
system of access control ensures that only legitimate requests are fulfilled and unauthorized access is prevented. The 
approval and denial actions are logged and monitored to maintain security and transparency. This module enforces the 
integrity of the system by ensuring that files are only shared with trusted nodes. 
 

F.. Key Distribution and Secure File Download 

                  The Key Distribution and Secure File Download module is responsible for providing access to encrypted 
files by distributing the correct decryption keys. Once a node's access request is approved, the admin generates a unique 
decryption key for that specific file. This key is securely sent to the requesting node, which uses it to decrypt and 
download the original file. If the wrong key is entered, the file cannot be decrypted, ensuring that unauthorized access 
is prevented. This module is essential for maintaining the security of the downloaded files, guaranteeing that only the 
authorized nodes can retrieve and decrypt the content. 
 

VI. CONCLUSION 

 

In conclusion, we have introduced an advanced key management framework for fog computing based on the 
Distributed Key Agreement Scheme (DKAS). This scheme enables end users to securely send encrypted messages to 
selected fog nodes without relying on a trusted third party. The DKAS framework efficiently accommodates the 
dynamic nature of fog environments, allowing fog nodes to join or leave the system with minimal disruption. The 
security of our proposed method has been demonstrated under the decision BDHE assumption in the standard model, 
ensuring its reliability. One of the key advantages of DKAS is its ability to manage dynamic node participation while 
maintaining robust security. However, the current approach requires users to have prior knowledge of the fog node 
structure. Future work could focus on developing a DKAS-based solution that eliminates the need for such structural 
knowledge, further improving scalability and adaptability in evolving fog computing systems. 
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