e-ISSN: 2319-8753 | p-ISSN: 2347-6710

International Journal of Innovative Research in
SCIENCE | ENGINEERING | TECHNOLOGY

INTERNATIONAL J[IIIRNAI.
OF INNOVATIVE RESEARBH

IN SCIENCE | ENGINEERING | TECHNOLOGY

Volume 13, Issue 10, October 2024

‘ ‘l.\TERNATIONAL
STANDARD
.\ SERIAL Impact Factor: 8.524

NUMBER
INDIA

O 9940572 462 (O 6381907 438 % jirset@agmail.com . WWW.ijirset.com



Impact
Factor

8.524

L\

ﬂ“gﬁ International Journal of Innovative Research of
[EI nﬁ Science, Engineering and Technology (IJIRSET)

|wwwi.ijirset.com |A Monthly, Peer Reviewed & Referred Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710|

Volume 13, Issue 10, October 2024
|DOI: 10.15680/1JIRSET.2024.1310050|

Dynamic Forgery Signature Recognition Using
CNN and PCA

Ms. Deepali Narwade', Omkar Pawale?, Mayur More’, Sachita Shelar’, Ramkrushna More>,
Atharva Kulkarni®
Department of AI&DS, Dr. D. Y. Patil COE&I, Varale, Pune, Indial?3*3

ABSTRACT: This paper presents a novel signature recognition technique that integrates Convolutional Neural
Networks (CNN) and Principal Component Analysis (PCA) to enhance the accuracy and robustness of signature
verification. The proposed method begins with the preprocessing of signature images, which are then transformed into
feature-rich representations using PCA, effectively reducing dimensionality while retaining critical information.
Subsequently, a CNN model is employed to classify and verify the signatures, leveraging its ability to learn hierarchical
features from the data. The combination of PCA and CNN not only improves computational efficiency but also
enhances the model's performance in distinguishing genuine signatures from forgeries. Experimental results
demonstrate that our approach outperforms existing signature verification methods in terms of accuracy and false
rejection rates. This work underscores the potential of deep learning techniques in biometric authentication and lays the
groundwork for further advancements in secure signature verification systems.
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1. INTRODUCTION

In an increasingly digital world, the need for secure authentication mechanisms has never been more crucial. Biometric
systems, which rely on unique physical characteristics, have gained significant traction as viable alternatives to
traditional password-based methods. Among these biometric modalities, signature verification stands out due to its ease
of use and widespread acceptance. Signature, a form of handwritten representation, not only serves as a personal
identifier but also carries legal and cultural significance. As such, developing robust and reliable signature recognition
systems is essential for various applications, ranging from banking transactions to legal document validation.
Traditional signature verification techniques can be broadly categorized into two types: static and dynamic methods.
Static methods analyze the physical properties of a signature image, such as shape, size, and stroke density. While these
methods are straightforward, they often suffer from high error rates, particularly in the presence of noise, variations in
writing styles, and environmental factors. On the other hand, dynamic methods capture the temporal dynamics of the
signature, focusing on how the signature is written, including pressure, speed, and rhythm. While dynamic approaches
can offer higher accuracy, they require specialized hardware and can be cumbersome in practical applications.

Recent advancements in deep learning, particularly Convolutional Neural Networks (CNNs), have revolutionized
image recognition tasks, including signature verification. CNNs are designed to automatically learn hierarchical
features from images, significantly improving the classification accuracy while reducing the need for manual feature
extraction. Coupled with techniques such as Principal Component Analysis (PCA), which effectively reduces the
dimensionality of data while preserving essential features, the integration of these technologies holds immense promise
for developing more reliable signature verification systems.

This paper proposes a signature recognition technique that leverages the strengths of CNN and PCA to create a
powerful verification mechanism. By utilizing PCA for feature extraction, we can condense the information from
signature images into a smaller set of principal components that retain the most relevant variations in the data. These
principal components serve as the input for a CNN, which is trained to differentiate between genuine and forged
signatures based on learned patterns. This combined approach not only enhances the speed and accuracy of the
verification process but also provides a more robust framework against various types of forgeries.
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II. MOTIVATION

1. Complexity of Dynamic Signatures: Dynamic signatures capture unique individual traits like speed, pressure, and
stroke order, making them richer in data. However, this complexity also poses challenges for traditional verification
methods. Leveraging CNNs allows for the automatic extraction of intricate features from these signatures, facilitating
better classification.

2. Growing Incidence of Forgery: digital transactions become more prevalent, so do attempts at forgery. Traditional
static signature verification methods are often inadequate against sophisticated forgery techniques. By utilizing deep
learning approaches, such as CNNs, we can enhance the detection capabilities and adapt to evolving forgery strategies.

II1. EXISTING SYSTEM

L Variability in Signatures:
o Individual differences in signature styles make it difficult to create a one-size-fits-all model.
L Quality of Data:
e Noise from sensors or variations in user input can lead to poor feature extraction and classification.
L Adaptive Forgery Techniques:
e Advanced forgers can closely mimic genuine signatures, posing challenges for detection systems.
L Real-Time Processing:
e Implementing fast, real-time recognition systems remains a challenge, particularly in resource-constrained

environments.
IV. LITERATURE SURVEY

Sr | Paper Title Name of the | Problem Algorithm/ | Parameter Result

no Author and year | Discussion Technique Consideration
used

1 | Biometric Biometric Machine Signatures of | Accuracy in
signature signature Learning persons. signature
authentication Arshia Rehman | authentication recognition.
using machine | ;2020 using machine
learning learning
techniques: techniques:

Current trends, Current trends,
challenges and challenges and
opportunities. opportunities

2 | Using  Residual | Gabrael On-line CNN,K- On-line High
Networks and | Abosamra,Hadi | signature Nearest signatures Accuracy
Cosine Distance- | Oquibi,2021 detection for | algorithm, for data set.
Based K-NN detecting
Algorithm to forgery.

Recognize  On-
Line Signatures.

3 | Open set | sagar vaze,2021 | Recognizing a | CNN. Set of images | Accuracy of
recognition. open category recognizing

image.

4 | Deep Residual | Xu suan,2016 Recognition of | Complexity | Set of | Enhancing
Learning for images using | theory, pictures. accuracy .
Image deep learning. | Neural
Recognition Networks.

5 Signature Deepali how deep | CNNs, Signatures of | The ResNet-
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Verification using | Narwade, learning ResNet-50 persons. 50  model
ResNet-50 Model | Vaishali Kolhe, | network Model, performed
2023 ResNet-50 can | Deep well,
be applied to | learning. achieving an
offline accuracy of
signature 75.8%.
verification
systems.

6 | Signature Deepali CNN and | CNN, Signatures of | Enhanced
Verification using | Narwade, Latika | ResNet-50 to | ResNet-50, | persons. accuracy
ResNet-50 and | Desai, Suresh | offline Transfer
Transfer Learning | Mali, signature learning.

2023 verification
system.

V. RESULT AND DISCUSSION

Signature verification using CNN and PCA involves collecting genuine and forged signature samples, preprocessing
the images by normalizing size and reducing noise, and then applying PCA for dimensionality reduction to extract key
features. A CNN is trained on these features to classify signatures as genuine or forged. The verification process
includes extracting features from new signatures and using the trained CNN for classification, with performance
evaluated through accuracy and other metrics. This combination effectively enhances the robustness of the signature
verification system.

Signature verification using CNN and PCA effectively merges deep learning with dimensionality reduction techniques.
PCA reduces the complexity of signature images by extracting key features while filtering out noise, making the data
more manageable for the CNN. The CNN, in turn, learns to recognize patterns automatically, eliminating the need for
manual feature extraction. This combination enhances robustness against variations in signatures, improving accuracy
in real-world applications such as banking and identity verification. However, the approach relies heavily on high-
quality training data and faces challenges like overfitting and significant computational demands. Overall, it represents
a powerful solution for authenticating handwritten signatures, though careful attention to data quality and model
optimization is essential for success.
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Figure 1.1) Signature recognition process
VI. PROJECT SCOPE

1. Technological Advancements in Biometric Authentication

The increasing reliance on digital transactions and communications has heightened the demand for secure
authentication methods. This research aims to contribute to the field of biometric authentication by leveraging
advanced machine learning techniques. The integration of CNN and PCA not only enhances the robustness of signature
verification systems but also sets a precedent for future innovations in biometric modalities
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2. Robustness Against Forgery Types

One of the primary challenges in signature verification is the ability to accurately detect various types of forgeries,

including skilled forgeries (where the forger attempts to imitate the signature closely) and random forgeries (where the

forger produces a signature without prior knowledge of the individual's style). This study aims to evaluate the proposed

technique's effectiveness across diverse forgery types, ensuring a comprehensive understanding of its capabilities.

3. Applications in Diverse Domains

The proposed signature recognition technique can be applied in various sectors where signature verification is crucial,

including:

e Banking and Financial Services: To authenticate checks, contracts, and other financial documents, thereby
reducing fraud.

e Legal Documentation: For validating signatures on legal agreements, wills, and other formal documents, ensuring
the integrity of legal processes.

e E-Governance: Enhancing the security of digital signatures in government transactions and services.

o  Healthcare: Ensuring the authenticity of patient records and prescriptions.

The versatility of the proposed method allows for its adaptation across these domains, making it a valuable tool for

enhancing security and trust.

4. Real-time Processing Capabilities

In an era where speed and efficiency are paramount, the scope of this research includes investigating the real-time

processing capabilities of the proposed technique. The study will explore how the combination of PCA and CNN can

facilitate rapid signature verification without compromising accuracy, making it suitable for high-volume applications,

such as point-of-sale systems and online transactions.

VII. CONCLUSION

The Dynamic Forgery Signature Recognition using CNN and PCA is a technically and operationally feasible project,
with significant scope for application in industries requiring reliable signature verification. While challenges such as
dataset imbalance, intra-class variability, and computational costs exist, they can be mitigated using appropriate
techniques. The project has the potential to make meaningful contributions to the fields of biometric security and fraud
detection, making it a valuable research initiative for academic and practical applications alike.
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