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ABSTRACT: This paper presents a secure file-sharing system that integrates deep learning-based key generation with
AES encryption to ensure confidential data transmission. The application enables users to upload and share files
securely by registering and generating a unique user ID. A Deep Learning model is employed to generate robust, non-
predictable encryption keys, enhancing resistance against brute-force attacks. The encrypted files are stored and
associated with the recipient’s user ID for controlled access. A user-friendly interface, developed using Flask and
Bootstrap, allows users to easily upload, encrypt, send, and decrypt files. MongoDB is used for efficient data
management and user authentication. Experimental evaluations validate the system’s capability to securely manage file
exchanges while maintaining usability. The proposed model contributes to modern cybersecurity solutions by
integrating Al-driven cryptographic key management, promoting secure digital communication and data protection.

KEYWORDS: AES Encryption, Deep Learning, Secure File Sharing, Key Generation, Access Control, Data Privacy,
Confidentiality, End-to-End Encryption.

L. INTRODUCTION

Data breaches and unauthorized access to sensitive files have become critical concerns in the digital age, especially
with the increasing reliance on online data exchange for personal, professional, and organizational use. Traditional
encryption techniques, while effective, are often vulnerable to brute-force attacks or misuse of static encryption keys,
making it essential to develop more dynamic and intelligent security solutions. There is a growing demand for systems
that can securely transmit data while ensuring access control and minimizing the risk of interception or misuse.
Existing file-sharing systems depend heavily on predefined encryption keys and simple access protocols, which may
not be sufficient against modern cybersecurity threats. Manual key management introduces potential weaknesses, such
as key leakage, reuse, or predictable key patterns.

Moreover, many platforms lack built-in mechanisms to verify the identity of recipients or enforce restricted access,
increasing the possibility of data being exposed to unintended users. Therefore, a smarter, more secure, and user-
controlled file sharing mechanism is needed—one that ensures confidentiality, data integrity, and scalability.

The challenge lies in creating a system that not only protects the files during transfer and storage but also offers
intelligent key generation, user-friendly interfaces, and real-time control over who can access what. Traditional
methods may also struggle with balancing usability and security, especially for users unfamiliar with encryption tools.
The ideal solution must be lightweight, intuitive, and capable of integrating advanced cryptographic techniques with
minimal user intervention.

To address these limitations, this study proposes a secure file-sharing platform that leverages AES encryption
combined with Deep Learning-based key generation to enhance security and resist brute-force decryption. The
objective is to develop an intelligent, real-time system where users can register to generate unique user IDs, encrypt
files using dynamically generated keys, and securely share them with intended recipients through an access-controlled
mechanism. With a Flask-based backend, Bootstrap frontend, and MongoDB for data handling, the system ensures a
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seamless and secure file exchange process. This research contributes to the field of Al-driven cybersecurity by offering
a novel approach to secure digital communication, combining deep learning and encryption to safeguard sensitive
information in a user-friendly and scalable environment.

II. LITERATURE REVIEW

Secure data sharing has gained significant research attention due to the growing threats of cyberattacks, data leaks, and
unauthorized access in digital communications. Existing approaches to secure file transfer generally fall into three
categories: conventional encryption-based methods, user-authentication systems, and cloud-based secure storage
services. While traditional encryption algorithms like AES and RSA provide strong security, they often rely on
manually managed or static keys, which are susceptible to attacks if compromised. Authentication-based systems focus
on access control but do not always ensure end-to-end data confidentiality. Meanwhile, cloud-based services can
introduce third-party dependencies and potential privacy concerns.

Recent advancements in artificial intelligence, especially in deep learning, offer new opportunities to improve the
security and intelligence of cryptographic systems. However, most deep learning integrations in cybersecurity are either
complex, computationally intensive, or lack real-time responsiveness. Existing models also struggle to balance ease of
use with the depth of protection required for modern data-sharing needs, especially for non-technical users.

This study proposes a lightweight, deep learning-enhanced file-sharing system that utilizes AES encryption with
dynamic key generation powered by a Convolutional Neural Network (CNN). Unlike conventional systems, this model
automatically generates unique, unpredictable encryption keys for each file transfer, mitigating the risk of brute-force
attacks and static key vulnerabilities. The system is built to operate efficiently in real-time and resource-limited
environments, using Flask for the backend, MongoDB for user and file management, and a responsive Ul built with
Bootstrap. Designed with practicality in mind, the application ensures that users can register, generate unique user IDs,
upload files, encrypt them, and share them securely with designated recipients—who can decrypt them using their own
ID and the provided decryption key.

This work addresses key limitations of earlier systems by combining the strengths of deep learning, modern
cryptography, and user-centered design, offering an efficient, robust, and secure solution for digital file sharing.

III. METHODOLOGY

The proposed methodology for secure file sharing begins with a user registration process, where individuals provide a
username and email to generate a unique user ID. This ID serves as a personalized identifier and access credential for
secure communication. Once registration is complete, the user can initiate the file encryption process by uploading a
file through the platform. Simultaneously, a Deep Learning model is employed to generate a unique and robust
encryption key, ensuring enhanced resistance against brute-force and pattern-based attacks. The file is encrypted using
the AES (Advanced Encryption Standard) algorithm, with the deep learning-generated key as the cipher. The deep
learning model is a lightweight neural network trained on a dataset of randomized byte patterns to learn complex key
structures. It consists of fully connected layers with dropout regularization to prevent overfitting and ensure high
entropy in generated keys. The model is optimized using the Adam optimizer and mean squared error as the loss
function, allowing it to generate consistent yet unpredictable key outputs.

During encryption, the user is prompted to enter the recipient's User ID. The encrypted file, along with the necessary
metadata, is stored in a MongoDB collection associated with the recipient's ID. This access-control mechanism ensures
that only the intended recipient can retrieve and decrypt the file. On the recipient’s end, they input their unique user ID,
select the encrypted file, and provide the corresponding decryption key—either shared securely or re-generated using
the same deep learning model instance—to retrieve the original file.

The system architecture follows a modular design:

Frontend: Developed using Bootstrap, provides a clean Ul for registration, encryption, file upload, and decryption
workflows.
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Backend: Powered by Flask, handles API endpoints, file handling, encryption/decryption logic, and deep learning key
generation.

Database: MongoDB stores user information, file metadata, and encrypted files indexed by User IDs. To enhance
security and usability, the system employs checks for file integrity, unique ID validation, and key matching before
decryption is allowed. Real-time feedback mechanisms notify users of successful encryption, transmission, and
decryption events.

The workflow ensures a seamless and secure data exchange environment, combining the strengths of AES
cryptography and intelligent, Al-driven key management. This design guarantees confidentiality, non-repudiation, and
controlled access in real-time, making the system suitable for secure communications across a wide range of use cases.

Authorization key

Proxy

server Requgbt

Re—encryption
Recipients

Fig 1: System Architecture

IV. IMPLEMENTATION

1. User Registration and Key Generation
o Users provide a username and email to generate a unique User ID.
o A deep learning model creates a strong AES encryption key for the user.
2. File Encryption Workflow Users upload a file, which is encrypted using the DL-generated AES key.

Encrypted file is stored in MongoDB under the receiver’s User ID.

File Decryption Workflow

Receiver enters their User ID to access encrypted files.

File is decrypted using the correct AES key and made available for download.

System Architecture

Frontend built with Bootstrap; backend powered by Flask and MongoDB.

Deep learning model integrated for secure, Al-based key generation.

User Interaction

Interface provides clear actions for encryption, decryption, and file tracking.

Users can reset or switch sessions, enhancing usability and access control.

This step-by-step implementation ensures an effective, real-time driver drowsiness detection system using eye-
tracking and deep learning, offering both accuracy and responsiveness in real-world driving conditions.

V. EXPERIMENTAL RESULTS

The secure file-sharing system was tested in a simulated environment with real-time user interactions. Key findings are
as follows:

Encryption Accuracy: The system successfully encrypted and decrypted files using AES with deep learning-generated
keys, maintaining data integrity and confidentiality across all tested files.
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Real-Time Performance: File upload, encryption, and download operations were processed smoothly, with minimal
latency, ensuring a seamless user experience.

Key Generation: The deep learning model generated unique and strong AES keys for each user, providing enhanced
protection against brute-force attacks.

Access Control: Only recipients with the correct User ID and decryption key could access the files, ensuring controlled
and secure data sharing

C

©0005:9¢ 9999 0OV0 IQOH= I LPNOOOIQ

= sample.txt_decrypted

I am Encrypting this folder.

Fig 3: Before Encryption Fig 4: After Encryption

Uploaded files are first read in binary format and then encrypted using the AES algorithm with a 256-bit key generated
by a deep learning model.

The encryption process converts the original file into unreadable ciphertext, which is securely stored in the database
under the receiver’s User ID.

During decryption, the recipient provides their User ID and the correct decryption key to retrieve and decode the
encrypted file. The decrypted file is then restored to its original format and made available for download.

This process ensures that only authorized users can access the file, preserving data confidentiality and integrity.
VI. CONCLUSION AND FUTURE WORK

The Secure File Sharing System successfully demonstrates the integration of AES encryption with deep learning-based
key generation to ensure secure and controlled file transfers. By utilizing Flask for backend logic, MongoDB for user
data storage, and TensorFlow/Keras for Al-based key generation, the system ensures both functionality and security.
Encrypted files are safely stored and can only be decrypted using the correct combination of User ID and the unique
key, making it a reliable solution for data protection. The project effectively illustrates the potential of combining
cryptography and Al to prevent unauthorized access. However, some limitations remain, such as key management
scalability and handling large files efficiently.

Future Work Includes:

Enhanced Key Management: Implement key expiration and rotation policies to improve security over time.
Performance Optimization: Enable faster processing for large file encryption/decryption without compromising
security.

User Interface Improvements: Add file status indicators, progress bars, and error handling for better UX.

Cloud Integration: Enable secure cloud storage and retrieval for broader accessibility and data backup.

Multi-Factor Access Control: Combine user ID with biometric or OTP-based verification for advanced security layers.
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