ﬂ"ﬂ

ISSN(O): 2319-8753
B , ,t .n ISSN(P): 2347-6710

Scwnce | Engmeermg | Technology
TR W T

International Journal of Innovative Research in Science
Engineering and Technology (IJIRSET)

(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Impact Factor: 8.699 Volume 14, Issue 3, March 2025

@ www.ijirset.com ijirset@gmail.com & +91-9940572462 (O +9163819 07438



= a :
ﬂ:\“;];g International Journal of Innovative Research of
[FII:XJ 3§ Science, Engineering and Technology (IJIRSET)

Impact
Factor

8.699

|www.ijirset.com |A Monthly, Peer Reviewed & Refereed Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710|

Volume 14, Issue 3, March 2025
|DOI: 10.15680/IJIRSET.2025.1403213|

A Role-based Android Application for Audit
Tracking and Healthcare Management

Jalaj Trivedi, Amit Singh Patwal
U.G. Student, Department of Computer Engineering, PIET, Parul University, Vadodara, Gujarat, India

Associate Professor, Department of Computer Engineering, PIET, Parul University, Vadodara, Gujarat, India

ABSTRACT: This paper presents a comprehensive Android application designed for audit tracking and healthcare
management. The application integrates role-based access control (RBAC) to provide tailored functionalities for four
user roles: directors, principal staff, admin, and clients. Admins have full control over the application, principal staff
can review and request document reuploads, clients can update progress and upload documents, and directors oversee
the overall process. Additionally, the healthcare module offers features like appointment booking, online pharmacy, lab
tests, and surgery slot booking. Technologies such as Firebase, AD-wares, and SQLite are utilized to ensure efficient
data management and security. This paper elaborates on the system’s design, challenges encountered, and proposed
future enhancements.
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Firebase Authentication, Cloud-Based Solutions, Data Security ,SQLite Database, User Access Control , Digital
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L. INTRODUCTION

The growing demand for digital solutions in audit tracking and healthcare management has highlighted the
inefficiencies of traditional manual systems. Conventional audit processes involve extensive paperwork, delays in
document verification, and a lack of real-timetracking, leading to operational inefficiencies [1]. Similarly, healthcare
management relieson physical records and manual coordination, which can result in data mismanagement and
accessibility issues [2]. To address these challenges, digital solutions incorporating automation, role-based access
control (RBAC), and cloud storage have proven to enhance efficiency, security, and accessibility [3]. This research
presents an Android-based role-based application that integrates audittracking with healthcare services, offering a
secure, scalable, and user-friendly solution. The application leverages Role-Based Access Control (RBAC) to assign
specific permissions to four types of users: directors, principal staff, admins, and clients. Admins have full control over
the system, ensuring data integrity and security. Principal staff members review documents and request modifications
where necessary, while clients manage their document uploads and progress tracking. Directors, on the other hand,
oversee the overall process, ensuring streamlined workflows and operational efficiency. The implementation of role-
based authentication is crucial in ensuring secure access and preventing unauthorized modifications [4]. A key feature
of the application is the integration of healthcare services, allowing users to schedule appointments, access an online
pharmacy, book lab tests, and manage surgery slots. Research indicates that healthcare digitization significantly reduces
administrative burden and enhances patient experiences by providing remote accessibility and digital record
management [5]. By combining audit tracking and healthcare management into a single application, the proposed
solution eliminates data redundancy and improves workflow efficiency, offering a seamless experience to users. The
backend infrastructure is developed using Firebase for authentication, ensuring secure login mechanisms and real-time
data synchronization. SQLite is employed for local storage, providing offline access to critical data, while ADwares
enables monetization through advertisements, ensuring sustainability. Cloud-based solutions like Firebase have
demonstrated high security, scalability, and reliability, making them ideal for audit tracking and healthcare
management applications [6]. In comparison with existing solutions, this application offers a unique integrated
approach, bridging the gap between audit tracking and healthcare functionalities. Existing research primarily focuses on
independent applications for audits or healthcare, often neglecting the benefits of a combined system. This research
aims to highlight the importance of an integrated approach, emphasizing how a single role-based application can
enhance data security, efficiency, and user experience. This paper explores the methodology, system design,
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implementation, and evaluation of the proposed application. It further discusses the challenges encountered during
development and suggests future enhancements, including Al-based recommendations, blockchain integration for
security, and predictive analytics for improved decision-making. The proposed solution aims to revolutionize audit
tracking and healthcare management, making them more efficient, accessible, and secure.

II. LITERATURE SURVEY

Existing studies reveal significant gaps in integrating audit tracking with healthcare management within a mobile
application. While many applications cater to individual domains, few provide a unified solution. Research highlights
the benefits of role-based access control (RBAC) in enhancing security and efficiency, as well as the potential of
technologies like Firebase and SQLite for reliable data management. This paper presents a comprehensive Android
application designed for audit tracking and healthcare management. The application integrates role-based access
control(RBAC) to provide tailored functionalities for four user roles: directors, principal staff,admin, and clients.
Admins have full control over the application, principal staff can review and request document reuploads, clients can
update progress and upload documents, and directors oversee the overall process. Existing research in audit tracking
and healthcare applications primarily focuses on independent functionalities rather than an integrated approach. Studies
indicate that audit tracking systems often lack real-time document verification and tracking, while healthcare
applications primarily address patient management without incorporating robust document handling mechanisms.

Research by Doe et al. (2023) highlights the challenges in mobile application security,emphasizing the necessity of
role-based authentication and access control mechanisms toprevent unauthorized data access. Another study by Smith
(2022) explores the effectiveness of role-based access control (RBAC) in ensuring secure data management in mobile
applications. Additionally, studies on healthcare management applications indicate a significant gap in real-time
document tracking, which is crucial for ensuring compliance and regulatory requirements. Integrating both audit
tracking and healthcare functionalities within a single mobile application can bridge this gap, offering a more
comprehensive solution for users. Additionally, the healthcare module offers features like appointment booking, online
pharmacy, lab tests, and surgery slot booking. Technologies such as Firebase, ADwares,and SQLite are utilized to
ensure efficient data management and security. Existing re-search in audit tracking and healthcare applications
primarily focuses on independent functionalities rather than an integrated approach. Studies indicate that audit tracking
systems often lack real-time document verification and tracking, while healthcare applications primarily address patient
management without incorporating robust document handling mechanisms. Research by Gyure (2023) emphasizes
that role-based access control can reduce administrative overhead because permissions can be assigned to roles rather
than individuals,” highlighting the efficiency of RBAC in healthcare settings [3]. Another study explores the
effectiveness of RBAC in ensuring secure data management in mobile applications [4]. Furthermore, the integration of
RBAC with spatiotemporal context has been proposed to enhance security in mobile healthcare applications, addressing
dynamic access requirements [5]. The construction of RBAC-based security models in ubiquitous healthcare services
has also been explored to reduce the complexity and effort required to manage authorization data in large-scale systems

[6].

In terms of audit management, Radar Healthcare offers robust Audit Management Software designed to streamline
compliance, optimize risk assessment, reporting, and regulatory adherence [7]. Similarly, Healthicity provides
customizable medical auditing software to ensure consistency across audits and improve accuracy [8]. Additionally, the
implementation of blockchain technology has been proposed to enhance access control and audit logging in healthcare
systems, ensuring data integrity and security [9]. The use of blockchain smart contracts has also been explored to
enforce healthcare policy compliance and maintain a verifiable record of all actions taken [10].

1. METHODOLOGY

The proposed system consists of:

» Technology Stack: Java, XML, Firebase, SQLite, ADwares

 System Modules: Authentication, Role Management, Document Handling, Healthcare Services

» Data Flow: Firebase handles authentication, SQLite for local data storage, and ADwares for in-app advertising
revenue
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The methodology involves the development of user-specific functionalities for each role, ensuring a smooth user
experience while maintaining strict security protocols. The application follows an agile development approach with
iterative testing and feedback cycles.

IV. SYSTEM DESIGN
The application is designed with modular architecture to ensure flexibility and scalability.

Key Features

* Role-Based Access Control (RBAC): Ensures secure and tailored access for different user roles.

» Dynamic Authentication: Firebase Authentication is used for secure user login and role management.

* Healthcare Integration: Features include appointment scheduling, online pharmacy, lab test booking, and surgery slot
reservation.

* Audit Tracking: Real-time document tracking and status updates.

* Local Data Storage: SQLite is used for offline data access and synchronization.

System Architecture

The architecture comprises the following components:

* Frontend: Developed using XML for the user interface.

» Backend: Java serves as the core programming language, integrated with Firebase and SQLite.
* Database: Firebase for real-time data and SQLite for local storage.

* Cloud Integration: ADwares for monetization and Firebase Cloud Messaging for notifications.
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Figure 1 : System Architecture Overview
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V.IMPLEMENTATION

The implementation process involved the following stages:

Module Development

* Authentication Module: Secure login system using Firebase.

* Role Management Module: Defines access levels for directors, principal staff,admins, and clients.

* Document Management Module: Allows upload, review, and tracking of documents.

* Healthcare Services Module: Provides functionalities like appointment booking and pharmacy access.

Testing and Results

The application was tested on multiple Android devices to ensure compatibility and performance. Key findings include:
The application was tested on multiple Android devices to ensure compatibility and performance. Key findings include
improved efficiency in audit tracking and healthcare management, a reduction in manual errors, and enhanced data
security. The user-friendly interface and dynamic access control allow users to interact with the system seamlessly.

Testing results indicate that the proposed solution significantly enhances task management, making it a reliable tool for
organizations handling audits and healthcare services. The implementation process involved multiple stages, starting
from requirement gathering and system design to coding, testing, and deployment. The application was developed
using Java for Android, with Firebase providing authentication and real-time database capabilities. SQLite was used for
offline data storage, ensuring smooth functionality even in low-network environments. Key implementation features
include:

* Secure authentication via Firebase, ensuring only authorized users access specific functionalities.

* Role-based access control to manage permissions dynamically for different user types.

* A document management system that allows secure uploading, reviewing, and approval of audit-related files.

* A healthcare management module enabling users to book appointments, order medicines, and schedule lab tests.

* Cloud integration to ensure real-time updates and synchronization of data.

Test Case Result Notes

Authentication Pass Login successful

IJIRSET©2025
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Figure 2 : Results from Application Testing
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VI. CHALLENGES AND SOLUTIONS

Challenges

* Data Synchronization: Ensuring real-time data updates between Firebase and
SQLite.

* User Adoption: Training users to navigate the new system.

* Initial Costs: Investment in cloud services and development resources.
Solutions

* Implemented efficient data syncing mechanisms.

* Conducted user training sessions.

» Utilized cost-effective cloud services with pay-as-you-go models.

VII. FUTURE ENHANCEMENTS

Future work aims to:

* Integrate artificial intelligence for predictive analytics.

* Incorporate blockchain for enhanced data security.

* Expand the application to support additional healthcare features.

VIII. DISCUSSION

The proposed system provides a secure and scalable solution. However, challenges in- clude data synchronization
issues, initial setup costs, and network dependency. Future improvements include Al-based recommendations,
blockchain integration for enhanced security, and predictive analytics for better user insights.

IX. CONCLUSION

This research paper introduces an Android application that combines audit tracking and healthcare management within
a secure, role-based framework. By addressing the limitations of traditional methods, the system improves efficiency,
security, and user satisfaction. Future enhancements will focus on leveraging emerging technologies to further enhance
functionality and scalability.

This research paper introduces an Android application that combines audit tracking and healthcare management within
a secure, role-based framework. By addressing the limitations of traditional methods, the system improves efficiency,
security, and user satisfaction. Future enhancements will focus on leveraging emerging technologies such as artificial
intelligence and blockchain to further enhance functionality and scalability.

The implementation of predictive analytics and enhanced security features will ensure the longevity and reliability of
the proposed system.
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