ﬂ"ﬂ

ISSN(O): 2319-8753
B , ,t .n ISSN(P): 2347-6710

Scwnce | Engmeermg | Technology
TR W T

International Journal of Innovative Research in Science
Engineering and Technology (IJIRSET)

(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Impact Factor: 8.699 Volume 14, Issue 3, March 2025

@ www.ijirset.com ijirset@gmail.com & +91-9940572462 (O +9163819 07438



X By

International Journal of Innovative Research of
Science, Engineering and Technology (IJIRSET)

L\

Impact
Factor

8.699

>

|www.ijirset.com |A Monthly, Peer Reviewed & Refereed Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710|

Volume 14, Issue 3, March 2025
|DOI: 10.15680/IJIRSET.2025.1403448|

Unmasking Deception: A Comprehensive
Study on Fake News Detection Techniques

Himani Patel, Sagar Patil, Urvisha Gadhadara, Nisha Khatoon
Department of Computer Science Engineering, Parul University, Vadodara, Gujarat, India

ABSTRACT: The study "Fake News Detection Using Machine Learning Approaches" explores the use of machine
learning algorithms for identifying and classifying false information. It uses models like naive Bayes classifier,
cognitive systems backtracking, NLP techniques, CSI model, ensemble techniques, attention processes, LSTMs, and
CNNs. The study also discusses machine learning ensemble approaches to categorize news articles as real or fake. It
suggests a machine learning-based solution using SVM classifiers, text preprocessing, encoding, and attribute
extraction to identify bogus news. The study also discusses the challenges of detecting fake news with high precision,
automated index scoring, and human detection.

L. INTRODUCTION

The paper proposes a machine learning system for detecting fake news, utilizing TF-IDF feature extraction and SVM
classifier. The system aims to address the COVID-19 infodemic's impact on financial markets, public opinion, political
decisions, and global health by examining news text, author, source, date, and sentiment. The paper aims to advance
fake news detection by identifying effective characteristics, methods, and achieving a 100% recognition rate,
emphasizing sentiment analysis and the SVM algorithm [1].

The paper "Fake News Detection Using Machine Learning Approaches" aims to develop a model using feature
selection techniques and supervised machine learning algorithms to identify and categorize fake news, offering a
reliable automatic index grading system for news context and outlets' reliability, and integrating it with any future
system([2].

The paper explores machine learning methods for identifying fake news, highlighting its impact on politics, finance,
democracy, and education. It proposes a fake news detection model and classification approaches to determine false
news accuracy, emphasizing the importance of identifying and addressing fake news[3].

The paper explores machine learning ensemble techniques for identifying false news, highlighting its rapid spread and
the challenges it presents. It proposes a strategy for automated news article categorization using different language
feature sets. The study emphasizes the importance of effective fake news identification and classification to mitigate its
negative impacts on various fields, such as politics, money, health, and science[4].

The essay discusses the rise of fake news on online and social media platforms, highlighting its harmful effects on
society. It emphasizes the importance of identifying fake news to prevent its spread. The paper uses machine learning
and natural language processing to categorize news stories and verify website legitimacy[5].

The document highlights the importance of evaluating online information reliability and analyzing fake news in the
digital era. It suggests a novel method using deep learning models to detect fake news and combat its harmful
effects[6].

The paper discusses the categorization of fake news on social media using machine learning and deep learning

algorithms. It highlights the growing prevalence of false information and its impact on public opinion. The study
provides a summary of the dataset, methodology, and outcomes, and compares results with previous research[7].
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The article discusses the development of a fake news detection system using various classification algorithms like
Naive Bayes, Deep Neural Network, Support Vector Machine, Random Forest, Logistic Regression, and SVM. It
highlights the challenges of distinguishing between authentic and fraudulent news due to the rapid increase in data on
social media and the internet. The proposed framework uses neural network architecture, natural language processing,
and data preprocessing. The paper also compares the performance of different techniques, with DNN being the most
efficient[8].

The study compares machine learning models for detecting fake news, revealing advanced pretrained models like
BERT, RoBERTa, and ELECTRA outperform deep learning and conventional models on three datasets, providing
valuable insights for future research in fake news detection[9].

The research article "An Empirical Comparison of Fake News Detection using Different Machine Learning Algorithms"
evaluates the effectiveness of four machine learning methods in identifying fake news: random forest, Naive Bayes,
neural networks, and decision trees. The study aims to address the spread of false information on social media and its
negative effects on society. It emphasizes the importance of high-quality training data and the significance of
assessing classification performance. The Naive Bayes classifier is found to be the most effective[10].

II. LITERATURE REVIEW

This paper reviews previous studies on machine learning-based false news identification, highlighting methods like
support vector machines, naive Bayesian classifiers, and linguistic cue analysis. It highlights difficulties, text
preparation, classifier usage, and feature extraction methods. A proposed system is presented, along with practical
outcomes.[1]

The paper analyzes machine learning techniques for fake news detection, discussing challenges, automated detection
methods, and classification techniques. It discusses natural language processing, data mining, and various algorithms,
and highlights their efficacy and accuracy. It suggests using POS textual analysis for improved accuracy.[2]

This paper analyzes machine learning models and natural language processing approaches for detecting fake news,
discussing implementations of Naive Bayes, SVM, and Passive Aggressive Classifier, and references other studies'
findings. It provides a comprehensive overview of fake news detection research[3].

The study examines machine learning ensemble techniques for identifying false news, discussing challenges in
distinguishing between fake and legitimate news and automatically classifying articles. It evaluates model performance
on real-world datasets and suggests future research in fake news identification, incorporating machine learning and
graph theory to identify sources contributing to fake news propagation[4].

This paper evaluates machine learning algorithms for identifying false news, using methods like naive Bayes classifier,
logistic regression, and random forest. It discusses the use of publicly accessible datasets like LIAR and the importance
of data preparation before training models. The review provides a comprehensive overview of recent developments in
this area[5].

The literature review discusses the issue of false news, its impact on social media, politics, and stock markets, and its
challenges in real-time data networks. It explores deep learning models for sentiment analysis and fake news detection,
while highlighting shortcomings and potential applications[6].

The literature review summarizes studies on using deep learning and machine learning algorithms for categorizing fake
news. It includes studies by Pranav Bharadwaj, Zongru Shao, Mykhailo Granik, Farzana Islam, Tong Chen, Sharma,
Zhao, Ma, Ma Gao, Castillo, and Rahul

R. Mandical. Methods used include linguistic characteristics, RNNs, Naive Bayes, SoftMax function, and feature
extraction methods. The review emphasizes the importance of dataset complexity and quality for precise categorization
results[7].

The literature review discusses the use of classifiers in detecting fake news, emphasizing the importance of supervised
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learning and various classification algorithms like SVM, RF, NB, LR, and DNN. It also discusses the challenges of
detecting misleading information and deep learning methods. The review includes references to research and datasets
like PHEME and Liar, and compares the performance of different algorithms[8].

The literature review discusses previous benchmark studies on fake news identification, highlighting gaps and
shortcomings. It covers false news types, detection techniques, and pretrained language  models. The review
also discusses fake news traits, attributes, data preprocessing, and datasets used. It calls for a comprehensive benchmark
study to assess machine learning models' effectiveness[9].

The literature review provides a comprehensive overview of recent studies on machine learning algorithms for
identifying fake news. It highlights methods like fact-checking URL recommendations, generative adversarial
networks, multi-source multi-class approaches, and capsule neural networks. The review also discusses the
dissemination of real and fake news online, the challenges and opportunities in detecting fake news, and the use of
deep learning in detecting fake news[10].

III. METHDOLOGY

This study proposes a machine learning- based system for identifying fake news, involving text preprocessing,
encoding, attribute extraction, and SVM classifier use. The authors also provide a collection of valid and fraudulent
news, dataset usage, feature extraction, and SVM model training[1].

The paper uses supervised machine learning algorithms to identify false news, including preprocessing, feature
selection, training, testing, and classification methods like Random Forest, SVM, and Naive Bayes. The aim is to
develop a model for categorizing phony articles[2].

The paper uses classification methods like SVM, Naive Bayes, and Passive Aggressive Classifier to detect fake news,
achieving 95.05% accuracy. Feature extraction and Python Natural Language Toolkit are used for training
classifiers[3].

The paper discusses machine learning ensemble approaches for false news identification, addressing challenges in
categorizing news articles and distinguishing between authentic and fraudulent news. It examines various textual traits
and models, evaluates their effectiveness on real-world datasets, and compares results using metrics like F1 score,
accuracy, precision, and recall. Ensemble learners like voting classifiers, random forests, and boosting techniques are
also discussed[4].

The paper explores a machine learning system for identifying fake news using URL search, dynamic and static
components. The system uses Python and Sci-kit libraries, and uses real OR_FAKE.CSV and LIAR datasets
for data collection. The study demonstrates the effectiveness of classifiers using confusion matrices and cross-
validation, with the best model achieving 80% accuracy[5].

The document explores methods for detecting and countering false news using various models and algorithms,
including naive Bayes classifier, cognitive systems backtracking, NLP techniques, CSI model, ensemble  techniques,

attention mechanisms, LSTMs, and CNN:ss. It also discusses flaws and suggests new approaches[6].
The study used three main steps: pre- processing, numerical feature extraction, and classifier application. Pre-
processing involved eliminating stop words, HTML elements, and nonEnglish characters to extract semantic features.
Numerical features were extracted using methods like count vectorization and N-gram level vectorization. The dataset
was categorized using machine learning and deep learning classifiers, including boosting classifiers and deep learning
classifiers[7].

The document presents a false news detection system using various classification techniques, including Random Forest,
SVM, Naive Bayes, Logistic Regression, and Deep Neural Network. It covers the process of acquiring news
articles, pre-processing, and natural language processing. The paper also discusses feature extraction and the
importance of neural network architecture in classification algorithms. The study cites research publications and fake
news datasets for further development and assessment[8].
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The benchmark study examines 19 machine learning models, including pre- trained language models, shallow learning
models, and deep learning models, for false news detection. It evaluates their performance on three datasets: the
combined corpus, Fake or Real News dataset, and LIAR dataset. The study also covers dataset attributes, preprocessing
methods, training parameters, and performance criteria[9].

The study compares machine learning algorithms like random forest, neural network, Naive Bayes, and decision trees
in detecting fake news using the LIAR dataset. It uses experimental setup, assessment metrics, data collection, and
analysis to ensure impartiality and generalizability. Accuracy, precision, recall, and F1-score are evaluated[10].

IV. RESULT AND DISCUSSION

The study compares machine learning algorithms like random forest, neural network, Naive Bayes, and decision trees
in detecting fake news using the LIAR dataset. It uses experimental setup, assessment metrics, data collection, and
analysis to ensure impartiality and generalizability. Accuracy, precision, recall, and F1-score are evaluated[1]

This paper discusses the use of machine learning techniques for identifying false news, focusing on the accuracy of
supervised learning algorithms and the incorporation of POS textual analysis. The process includes gathering datasets,
choosing features, training and validating them, and executing different classifiers. The study also covers the LIAR-
PLUS Master dataset for data extraction and cleaning, and the use of confusion matrices to assess news accuracy[2].

The paper explores machine learning methods for detecting fake news, including SVM, Naive Bayes, and Passive
Aggressive Classifier. It also discusses feature extraction methods and their performance parameters. The authors
highlight the importance of social media as a source of fake news and compare their findings with other methods[3].

The paper explores the use of machine learning ensemble techniques to automatically classify news stories as authentic
or fraudulent. It uses textual features to distinguish authentic content from fake news and presents an ensemble
technique-based solution. The authors train various algorithms and compare their performance with benchmarks like
Bi- LSTM, CNN, and linear SVM. They highlight shortcomings and suggest future research, such as identifying false
news propagation components and detecting fake news in real-time[4].

This paper discusses the application and assessment of a machine learning-based fake news detection system,
evaluating its performance using classifiers like Random Forest, Naive Bayes, and Logistic Regression, and discussing
its implications and potential for further research[5].

The study explores the use of deep learning models for fake news detection, focusing on sentiment analysis to
distinguish between authentic and fraudulent news reports. The research found that fake news had more vivid emotions
and peculiar sentence structures. The study tested various models, including ensemble networks, CNN, LSTM, and
bidirectional LSTM, and found ensemble networks to perform best. The findings can be used to combat false news|[6].

The study used deep learning and machine learning algorithms to classify bogus news on social media. The TF-IDF
approach yielded high-quality results with an average accuracy rate of 91.23%. The AdaBoost classifier was the most
accurate, while the K-NN classifier had the lowest accuracy rate of 81.92%. The study highlighted the potential of these
algorithms for detecting fake news, but also suggested further research using a wider range of complex datasets[7].

The text discusses a false news detection system using Naive Bayes, Deep Neural Network (DNN), Support Vector
Machine (SVM), Random Forest (RF), and Logistic Regression (LR). The system uses neural network architecture to
understand natural language subtleties and NLP for feature extraction. Despite requiring more memory, DNN
outperforms other classifiers in accuracy and execution time, with the highest accuracy percentage (91%). The DNN
method is crucial for identifying false news, highlighting the use of advanced classification methods and techniques[8].

The benchmark study evaluates machine learning methods for identifying fake news using LIAR, Fake or Real News,
and a merged corpus. It finds sophisticated pre- trained language models, particularly ROBERTa, perform better than
deep learning and classical models. Naive Bayes with n-gram features outperforms neural network-based models. The
study highlights false information's impact and its importance for public safety[9].
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A study in the International Journal of Advanced Computer Science and Applications compared four machine learning
algorithms for fake news detection using the LIAR dataset, finding Naive Bayes algorithm superior in accuracy,
precision, recall, and F1-score metrics[10].

V. CHALLENGES AND LIMITATION

The study "Fake News Detection Using Machine Learning" highlights challenges such as dataset scarcity, processing
methods, categorization based on confidence, integration of data from different fields, and potential invalidity of
categorical data encoding. It also addresses limitations like publication date and accuracy rate of the proposed
system[1].

The paper "Fake News Detection Using Machine Learning Approaches" discusses challenges in human-based
detection, the need for automated index scoring, and the difficulty in achieving high precision in detecting fake news. It
suggests using POS textual analysis for quantitative precision improvement[2].

The study discusses the challenges of using machine learning for identifying false news, including resource scarcity,
increased social media usage, manual detection, and slower classification algorithms like Support Vector Machine. It
also highlights the impact of false news on various societal spheres, including politics, finance, education, democracy,
and business[3].

The study "Fake News Detection Using Machine Learning Ensemble Methods" highlights challenges in developing a
universal algorithm for all news domains due to distinct textual structures. It also highlights unresolved problems in
real- time video detection and the limited ability of fact-checking websites to identify fake news across various
domains[4]. The paper's difficulties and restrictions center on the use of machine learning algorithms for fake news
detection. Among the difficulties and restrictions are: Skewed datasets: The study notes that the dataset used to
identify fake news is skewed, with only 4.9% of it being false. This may have an impact on the classification model's
accuracy and make it more difficult to identify false news.

Performance evaluation: The system's detection accuracy is approximately 70%, suggesting that the classification
model's performance could be enhanced.

Dynamic system accuracy: Although the dynamic system's accuracy is stated to be 93%, it is stated that it gets better
with each iteration. This implies that depending on the data and iterations, the accuracy could not always be great.

Applicability to minority of Twitter conversation threads: It is claimed that the technique for automatically
identifying false information on Twitter is only applicable to a small percentage of Twitter conversation threads
because most tweets are not frequently repeated. This constraint limits the method's applicability to a more limited
selection of Twitter content.

Content-based approach: The study addresses a content-based method for detecting fake news, albeit it might not be
able to fully capture the larger social dynamics and context that support the propagation of false information[5].

The document highlights challenges in using deep learning to fact-check real-life events, controlling rumors on social
media, detecting fake news when sources are suspended, and media journalists' difficulty in categorizing subjective
posts. It also discusses the need to monitor news sources' veracity and potential improvements using  advanced
architectures[6].

The study highlights the challenges in classifying fake news on social media due to the complexity of processing
natural language, particularly in non-textual cases like photos or videos. The accuracy of classification findings
depends on the quality and complexity of the dataset. Future research should explore the use of CNN algorithm for both
textual and nontextual fake news[7].

The increasing amount of data on the internet and social media makes it difficult to manually check news validity,
posing challenges for deep learning systems for fake news identification. The report highlights the limitations of current
classifiers and the need for more potent techniques. Natural language processing (NLP) is essential for detecting fake
news, but it's challenging due to linguistic subtleties and large memory requirements. The paper emphasizes the need
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for more sophisticated neural network topologies to reliably identify subtleties in natural language[8].

The study on fake news detection highlights challenges like limited labeled data, overfitting in deep learning models,
and the need for smaller datasets. It emphasizes the need for thorough benchmark studies to assess methods
independently. The study also highlights the impact of fake news, particularly during the COVID-19 pandemic,
and the challenges in identifying false information[9].

Data Quality: The efficacy of false news detection methods depends on the availability of large-scale, high-quality
training data. Nonetheless, the algorithms' performance may be impacted by the caliber and dependability of the
datasets used for testing and training.

Noisy and Unstructured Data: Fake news on social media platforms is difficult to identify because user interactions
with it generate noisy, unstructured, and incomplete big data.

Overfitting: When a model performs well on training data but badly on unseen data, overfitting is a major issue in
machine learning. To guarantee that the model can generalize and correctly forecast new data, this problem must be
fixed.

Feature engineering: When decision trees have a lot of sparse features, they may overfit and perform poorly. This
emphasizes how crucial feature engineering and selection are to raising machine learning algorithms' efficiency.

Complex Classification: It can be difficult to distinguish between news articles that are generally real and those that
are false, which limits the models' ability to classify information accurately.

Computational Run-Time: Several machine learning algorithms have varying computational run-times, which should
be taken into account while assessing the algorithms' efficacy.

Model Vulnerability: Overconfidence may affect the effectiveness of certain machine learning models, such random
forest, to identify false news[10].

VI. CONCLUSION

The paper "Fake News Detection Using Machine Learning Approaches" explores machine learning methods for
identifying fake news, including ensemble methods, Naive Bayes, Support Vector Machine (SVM), and deep learning
models. It highlights challenges like skewed datasets and performance evaluation. The study proposes a machine
learning-based solution using SVM classifiers, text preprocessing, encoding, and attribute extraction to identify fake
news. It emphasizes the importance of recognizing and dealing with fake news, especially in light of the COVID-19
pandemic's impact on financial markets, public perception, and international health.
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